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Jason L Norton U.s. Citizen: Yes

Service Dates: Sep 1998- Sep 2015:ActiveDuty
Sep 2015 - Present: Reserves

PROFESSIONAL SUMMARY

More than 17 years combined experience in conq}uter forensics and network intrusion investigations, systems and
network security, law enforcement, counterintelligence operations, positive intelligence, and service. Dedicated, self-
motivated, andmeticulous network security andcounterintelligence specialist with experience in administration, training,
and program management Works well with people from diverse backgrounds, cultures, and professional levels. Utilizes
excellent oralandwritten communication skillsto convey information anddatarelated to threat pursuitmissions.

Additional Qualifications and Specialized Training

Advanced Foreigii Counterintelligence Operations Course, Joint Counterintelligence Training Academy
^ Criminal Investigator Training Program, Federal LawEnforcement Training Center, Glynco, GA

^ Chinese MandarinLanguageCourse,Defense LanguageInstitute, Monterey, CA

^ Cryptologic Intelligence Course, GoodfellowAFB, TX

Network Intrusion Techniques, Defense Cyber Investigation Training Academy (DCITA), Linthicum, MD
Network Intrusion Examinations, Guidance Software, Washington, DC

^ Formic Intrusions in a Windows Environment, DCITA, Linthicum, MD

NTFSFileSystems andArti&cts (ExpertSeries), Guidance Software, Washington, DC

Advanced Forensic Examinations in Encase, Guidance Software, Washington,DC

Access Data's ForensicTool Kit ContinuingEducationCourse, DCITA,Linthicum,MD

Survival Evasion Resistance Escape Course, Combat, Terrorist, andPeacetime Government Detention
Training, Spokane, WA

^ Collaborates dailywithseniorofficials of federal, state,and local agencies, and USAF andDoDofficials.

Security Clearance- Top Secret; SensitiveCompartmentedInformation(SCI)X

Professional Experience

Microsoft Threat Intelligence Manager Aug/2015-Present

Threat Intel Manager; Manages teamof threat intelligence analysts, malware reverseengineer's,and developers in
supportofprovidingworld-class securitydetection,analytics, and response to Microsoft's cloudinfiastructure,services,
traditional products, devices, and internal corpcnrate resources. Coordinates response and resource allocation to threats
withinand externalto Microsoft. Liaisonwith counteiparts in publicand privatesector in and aroundWashingtonDC.

Special AgentsAir Force Office of Special Investigations May/2005- Aug/2015

Cyber Crime Investigaton Conducts investigations of intrusions into USAF, DoD, and United States Government
(USG) conq>uter systems worldwide. Responsible forproviding expert computer investigative and technical assistance to
100+ AFOSI Detachments on criminal andcounterintelligence investigations involving computers, information systems,
and digital evidence. Directly supports counterintelligence efforts to identify threats to USAF and DoD information
systemsand technologies. Provides targeted briefings to Commanders and USG senior leaders on current direats to Air
Force, DoD, and USG information systems. Performs digital forensic analysis and incidmt response to network
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intnisioiis. Prepares affidavits for search and seizures, collects evidence, conducts interviews, coordinates with US
Attorneys,managessourcesfor mformation development, and testifiesatjudicial proceedings.

Administration and Program Management: Supervises a team of cyber counterintelligence specialists. Manage
purchasing of equipment and supplies, ensuring compliance with estabUshed budget. Determine and publish tasks,
requirements, schedules, and timelines to accomplish majorprogram functions. Exercise supervisory responsibilities in
diluting woik of subordmate staff, and in the development of long-fange goals and objectives. Managed complex,
offensive and defensive, national level cyber counterintelligence investigations, operations, and inquires. Prepared and
executed operations plans; Correlated threat data from various sources to est^lish circumstantial evidence indicating
probableidentityand modusoperandi of personsofinterest.

Collaboratlon SldUs: Coordinated national level cyber counterintelligence investigations and operations with key
members of the intelligence community to include National Security Agency, Federal Bureau of Investigation,
DepartmentofDefmse bitelligenceComponents, United States Cyber Command(USCYBERCOM), and US Conqtuter
Emergency Readiness Team (US CERT). Planned, coordinated, and initiated contacts with Federal, State, and local
officials; the privatesector technical community; the law enforcement forensic and networkintrusioncommunities; and
individuals responsible for research and development projects for the pmpose of developing and applying technical
solutions to investigations. Evaluated daily cyber intelligence dureats using a wide variety of intelligence community
automated databases and liaison profession^ relationships with National Level Intelligence Community Members.

Documentation and Rqiorting: Coordinated and integrated investigative findings to ensure clarity, accuracy,
conciseness, and presentation of sufiBcient detail. Provided briefings and presentations to USG leadership supporting
Information Assurance andComputer Network Operations decision making.

• FBIDirectors Award recipient 2014, Outstanding Information Management
• NationalCounterintelligence Technology Teamofthe Year 2013
• AFOSICyber Investigations & Operations agentofthe year2010
• AFOSI Agentof dteYearfor2008; caseagent forDoD's largest intrusion investigation
• Meritorious ServiceMedalx2 (2010,2014)

Airborne Cryptologic Linguist, Chinese Mandarin USAF Sep/1998 ~ May/2005

First line intelligencecollectioncraftsman: Collected nearreal tune tactical intelligence to warfighters; provided
strategic intelligence information to longtermwarplanners.

EDUCATION:

College: National Defense Intelligence College, Washington, DC
Type andyear ofdegree(s) received: Bachelor ofScience in Intelligence, 6/2011

College: CommunityCollegeof theAir Force, Maxwell AFB, AL
Type and year ofdegree(s) received: Associate inCriminal Justice Degree, 7/2008

High School: Kickapoo High School, Springfield, MO
Type andyear ofdegree(s) received: Diploma, 1998
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