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The Honorable James L. Robart

UNITED STATES DISTRICT COURT

WESTERN DISTRICT OF WASHINGTON

AT SEATTLE

MICROSOFT CORPORATION,

PlaintifT,

V.

JOHN DOES 1-11 CONTROLLING A
COMPUTER BOTNET THEREBY
INJURING MICROSOFT AND ITS
CUSTOMERS,

Defendants.

CaseNo,2:ll-cv-00222

SECOND AMENDED [PROPOSED]
EXPARTE TEMPORARY
RESTRAINING ORDER, SEIZURE
ORDER AND ORDER TO SHOW
CAUSE RE PREUMINARY
INJUNCTION

**FILED UNDER SEAL**

PlaintiffMicrosoft Coiporation ("Microsoft**) has fileda complaint for injunctive and

otherreliefpursuant to: (1)theComputer Fraud andAbuse Act(18U.S.C. § 1030); (2)the CAN-

SPAM Act(15 U.S.C. § 7704); (3)theLanham Act(15 U.S.C. §§ 1114(a)(1), 1125(a), (c)); and

(4)thecommon lawoftrespass, conversion andunjust enrichment Microsoft hasmoved exparte

foranemergency temporary restraining order and seizure order pursuant to Rule 65(b) ofthe

Federal Rules ofCivil Procedure, 15 U.S.C § 1116(d) (the Lanham Act) and28U.S.C. § 1651(a)

(theAll Writs Act), and anorder toshow cause why a preliminary injunction should notbe

granted.

FINDINGS OF FACT AND CONCLUSIONS OF LAW

Having reviewed thepapers, declarations, exhibits, and memorandum filed in siq)port of

Microsoft's Application for ExParteTemporary Restraining Order, ExParte Seizure andOrder
SECCXSD AMENDED fPROPOSED] EXPARTE
TEMPORARY RESTRAINING ORIWR, SEIZURE
ORDERAND ORDER TO SHOW CAUSE RE
PRELIMINARY INJUNCTtON

Orrick Herrington & Sutdiffe LLP
7016th Avenue, Suite 5600

Seattle, WasMneton 88104-70S7
teH>1-206.63»^0
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to Show Cause RePreliminary Injunction ("TRO Application**), theCourt hereby makes the

following findings offact andconclusions of law:

1. ThisCourthasjurisdiction overthe subject matterofthiscaseandthereis good

cause to believe that it will havejurisdiction overall parties hereto; theComplaint states a claim

uponwhichreliefmaybe granted againstthe Defendants underthe Computer Fraudand Abuse

Act(18U.S.C. § 1030); CAN-SPAM Act(15 U.S.C. § 7704); the Lanham Act(15U.S.C. §§

1114,1125); andthecommon lawof trespass to chattels, conversion andunjust enrichment

2. Microsoft ownsthe registered trademarks "Microsoft," "Windows," and "Hotmail"

used in connection withits services, software, andproducts.

3. There is good cause to believethat Defendants have engaged in and are likely to

engagein acts or practicesthat violatethe Computer Fraudand AbuseAct (18 U.S.C. § 1030);

CAN-SPAM Act (15 U.S.C. § 7704); the Lanham Act (15 U.S.C. §§ 1114,1125);andthe

common lawof trespass to chattels, conversion andunjust enrichment, andthatMicrosoft is,

therefore, likely to prevail on the merits ofthis action.

4. There is good cause to believethat, unless the Defendantsare restrainedand

enjoined by Orderofthis Court, inunediate and irreparable harmwill resultfromthe Defendants*

ongoing violations of the Computer FraudandAbuseAct (18U.S.C. § 1030); CAN-SPAM Act

(15 U.S.C. § 7704); the Lanham Act (15 U.S.C. §§ 1114,1125);and the conunonlawof trespass

to chattels,conversionand unjust enrichment The evidenceset forth in Microsoft's Application

foranEmergency Temporary Restraming Order, Seizure Order andOrder to Show Cause Re

Preliminary Injunction ("TRO Motion"), andthe accompanying declarations andexhibits,

demonstrates thatMicrosoft is likely to prevail on its claim thatDefendants have engaged in

violations of theforegoing laws by: (1) intentionally accessing and sending malicious software to

Microsoft's and itscustomers' protected computers and operating systems, without authorization,

in order to infect those computers andmake them partof thebotnet; (2)sending malicious

software to configure, deploy and operate a botnet; (3)sending unsolicited spam e-mail to

Microsoft's Hotmail accounts; and (4) sending unsolicited spam e-mails that wisely indicate that

they arefirom orapproved byMicrosoft andthat promote counterfeit pharmaceuticals and other
SECOND AMENDED IPROPOSEOIEYP^T:^ O
TEMPORARY resihaining ORDER, SEIZURE ORDER ^ Onrfck HeiTington &Sutdtfle LLP
AND ORDER TO SHOW CAUSE RE PRELIMINARY 701 501Aveflue. Suite 5600
iNJUNcnoN Seafila^WteHngton «8104>70e7
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1 fi^udulent schemes. There is good cause to believe that ifsuchconduct continues, iiieparable

2 harm will occur toMicrosoft and the public, including Microsoft's customers. There isgood

3 cause to believe (hat the Defendants will continue toengage insuch unlawful actions ifnot

4 immediately restrained from doing sobyOrder ofthis Court

5 5. There isgood cause tobelieve that immediate and irreparable damage tothis

6 Court's ability togrant effective final reliefwill result from the sale, transfer, orother disfposition

7 or concealment byDefendants of thebotnet command andcontrol software that is hosted at and

8 otherwise operates through the Internet Protocol (IP) addresses listed inAppendix Aand the

9 Internet domains at issue inMicrosoft's TRO Application and from the destruction or

10 concealment ofother discoverable evidence ofDefendants' misconduct available at those

11 locations if the Defendants receive advance notice ofthis action. Based on the evidence cited in

12 Microsoft's TRO Application and accompanying declarations and exhibits, Microsoft is likely to

13 beable toprove that: (1) the Defendants are engaged inactivities thatdirectly violate U.S. law

14 andhannMicrosoft and thepublic, including Microsoft's customers; (2)theDefendants have

15 continued their unlawful conduct despite the clear injury to the foregoing interests; (3) the

16 Defendants are likely to delete orrelocate thebotnet command andcontrol software at issue in

17 Microsoft's TRO Application and theharmful, malicious, and trademark infringing software

18 disseminated through these EP addresses anddomains and to warntheirassociates engaged in such

19 activities if informed ofMicrosoft's action. Microsoft's request for this emergency exparterelief

20 isnot the result ofany lack ofdiligence onMicrosoft's part, but instead isbased upon the nature

21 of Defendants' unlawful conduct. Therefore, in accordance withFed. R. Civ. P. 65(b) and 15

22 U.S.C. § 1116(d), good cause and the interests ofjustice require that this Order be Granted

23 without prior notice tothe Defendants, and accordingly Microsoft is relieved ofthe duty to

24 provide theDefendants with prior notice ofMicrosoft's motion.

25 6. There isgood cause tobelieve that the Defendants have engaged in illegal activity

26 using the data centers and/or Internet hosting providers identified inAppendix Atohost the

27 commandand controlsoftware and the malicious botnetcodeand contentusedto maintainand

28 operate the botnet atcomputers, servers, electronic data storage devices ormedia atthe IP
SECOND AMENDED [PROPOSED] £3iriVli{7£ '1 .. r>
TEMPORARY RESTRAIMNG ORDBI^ SEIZURE ORDER OlliCk HeiTlngton &SutdlffS LLP
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1 addresses identified inAppendix A.

2 7. There isgood cause tobelieve that to immediately halt the injury caused by

3 Defendants, Defendants' TP addresses identified inAppendix Amust be immediately disabled;

4 Defendants' computing resources related to such IP addresses mxist bedisconnected firom the

5 Internet; Defendants must beprohibited from accessing Defendants' computer resources related

6 to such IPaddresses; and toprevent thedestruction ofdata and evidence located onthose

7 computer resources.

8 8. There isgood cause tobelieve that toimmediately halt the injury caused by

9 Defendants, and to ensure thatfuture prosecution of thiscase is notrendered fiuitless byattempts

10 to delete, hide, conceal, or otherwise render inaccessible thesoftware components thatdistribute

11 unlicensed copies ofMicrosoft's registered trademarks and carry out other harmful conduct, with

12 respect to Defendants' mostcurrent, active command andcontrol IP addresses hosted at data

13 centers operated byECommerce, Inc.; FDCservers.net, LLC; Wholesale Internet, Inc.; Burstnet

14 Technologies, Inc. d/b/a Network Operations Center, Inc.; and Softlayer Technologies, Inc., the

15 United States Marshals Service in thejudicial districts where thedatacenters arelocated should

16 bedirected to seize, impound and deliver into the custody ofthird-party escrow service Stroz

17 Friedberg, 1925 Centuiy Park East, Suite 1350, Los Angeles, CA 90067, allofDefendants'

18 I computers, servers, electronic data storage devices, software, data or media associated with the IP

addresses listed in Appendix A.

9. There is goodcause to believethat the Defendantshave engaged in illegal activity

using the Internet domains identified at Appendix B to thisorder to hostthecommand andcontrol

software andcontentusedto maintain andoperate the botnet. Thereis goodcauseto believethat

to immediately halt the injurycaused by Defendants, eachof Defendants' currentandprospective

domains setforth in Appendix B must be immediately made inaccessible, and/or removed fiom

the Internet zone file.

10. There is good cause to direct that third party datacenters, hosting providers and

Internet registries/registrars reasonably assist in the implementation of the Order andrefi^ from

19
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28 fiustrating the implementation and purposes of this Order, pursuant to 28 U.S.C. § 1651(a) (the
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1 All Writs Act).

2 11. There isgood cause to believe that ifDefendants are provided advance notice of

3 Microsoft's TRO Application orthis Order, they would move the botnet infrastructure, allowing

4 them tocontinue their misconduct and would destroy, move, hide, conceal, orotherwise make

5 inaccessible to the Court evidence oftheir misconduct, the botnet*s activity, the infringing

6 materials, the instrumentalities used to make the infringing materials, and the records evidencing

7 the manu&cture and distributing ofthe infringing materials.

8 12. There isgood cause topermit notice ofthe instant order, notice ofthe Preliminary

9 Injunction hearing and service ofthe Complaint by formal and alternative means, given the

10 exigency ofthe circumstances and the need for prompt relief. The following means ofservice are

11 authorized bylaw, satisfy Due Process, satisfy Fed. R. Civ, Pro. 4(f)(3), and are reasonably

12 calculated to notify defendants of theinstant order, thePreliminary Injunction hearing andof this

13 action: (1) personal delivery upon defendants who provided tothe data centers and Internet

14 hosting providers contact information inthe U.S.; (2) personal delivery through the Hague

15 Convention onService Abroad orother treaties upon defendants who provided contact

16 information outside the United States; (3)transmission bye-mail, facsimile, and mail to the

17 contact information provided bydefendants to the data centers, Internet hosting providers, and

18 domain registrars who hostthe software codeassociated withthe IPaddresses in Appendix A,or

19 through ^^ch domains inAppendix Bare registered; and (4) publishing notice tothe Defendants

20 ona publicly avail^le Internet website.

21 13. There is good cause tobelieve that the harm toMicrosoft ofdenying the relief

22 requested inits TRO Application outweighs any harm to any legitimate interests ofDefendants

23 and that there isnoundue burden toany third party.

24 TEMPORARY RESTRAINING ORDER AND SEIZURE ORDER

25 IT IS THEREFORE ORDERED as follows:

26 A. Defendants, their r^resentatives and persons who are inactive concert or

27 participation with them are temporarily restrained and enjomed from intentionally accessing and

28 sending malicious software toMicrosoft's and its customers' protected computers and operating
SECOND AMENDED [PROPOSEO|£YAUn? < « . . ^ ^ «
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1 systems, without authorization, inorder to infect those computers and make them part ofthe

2 botnet; sending malicious software to configure, deploy and operate abotnet; sending unsolicited

3 spam e-mail toMicrosoft's Hotmail accoimts; and sending unsolicited spam e-mail that falsely

4 indicate that they are from orapproved byMicrosoft; orundertaking any similar activity that

5 inflicts harm on Microsoft orthe public, including Microsoft's customers.

6 B. Defendants, their representatives and persons who are inactive concert or

7 participation with them are temporarily restrained and enjoined from configuring, deploying,

8 operating orotherwise participating inorfacilitating the botnet described inthe TRO Application,

9 including butnotlimited tothecommand and control software hosted atandoperating dirough the

10 IP addresses and domains set forth herein and through any other component orelement ofthe

11 botnet in anylocation.

12 C. Defendants, their representatives and persons ^o are inactive concert or

13 participation with them are temporarily restrained and enjoined from using the trademarks

14 "Microsoft," "Windows," "Hotmail," and/or othertrademarks; tradenames; service marks; or

15 Intemet Domain addresses ornames; oracting inany other manner which suggests inany way

16 thatDefendants' products orservices come from or are somehow sponsored or afQliated with

17 Microsoft, and from otherwise unfairly competing wiUi Microsoft, misappropriating that v^ch

18 rightfully belongs to Microsoft, orpassing offtheir goods asMicrosoft's.

19 D. Defendants, their representatives and persons who are inactive concert or

20 participation with them are temporarily restrained and enjoined from infringing Microsoft's

21 registered trademarks. Registration Nos. 1200236,2165601,2463510 and others.

22 £. Defendants, their representatives and persons who are inactive concert or

23 participation with them are temporarily restrained and enjoined from using inconnection with

24 Defendants' activities any false ordeceptive designation, representation ordescription of

25 Defendants' oroftheir representatives' activities, whether by symbols, words, designs or

26 statements, vAach would damage orinjure Microsoft orgive Defendants anunfair competitive

27 advantage orresult indeception ofconsumers.

28 F. Defendants' materials bearing infringing marks, the means ofmaking the
SECOra>AMENDED(FROFOSED|£VAUIS .. r,
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1 counterfeit marks, and records documenting tlie manufacture, sale, orreceipt ofthings involved in

2 such violation, inthe possession ofdata centers operated by ECommerce, Inc., FDCServersnet

3 LLC, Wholesale Internet, Inc., Burstnet Technologies, Inc., and Softlayer Technologies, Inc., all

4 pursuant to 15 U.S.C. §1116(d), shall beseized:

6 1. The seizure at the foregoing data centers and hosting providers shall take

6 place nolater than seven (7)days after thedate of issue of this order. The seizure may continue

7 from day today, for aperiod not toexceed three (3) days, until allitems have been seized. The

8 seizure shall bemade bytheUnited States Marshals Service. The United States Marshals Service

9 inthe judicial districts where the foregoing data centers and hosting providers are located are

10 directed to coordinate with each other andwith Microsoft andits attorneys in order to carry out

11 thisOrder suchthatdisablement andseizure of the servers is effected shnultaneously, to ensure

12 that Defendants are unable to operate the botnet during the pendency ofthis case. Inorder to

13 facilitate suchcoordination, theUnited States Marshals in therelevant jurisdictions aresetforth,

14 as follows:

15
a. Northern District of Illinois

*® U.S.Marshal: Darryl K. McPherson
, _ 219 S. Dearbom Street, Room 2444
•' Chicago, IL 60604

(312)353-5290

^ b. District ofColorado
U.S. Marshal: John Kammerzell
U.S. Courthouse

20 901 19th St., 3rd Floor
Denver, Co 80294

21 (303) 335-3400

22 c. Middle District ofPennsylvania
U.S. Marshal: Martin J. Pane (Acting)
Federal Building

^. I Washington Avenue &Linden Street, Room 231
24 I Scranton, PA 18501
25 1 (570)346-7277

d. Western District ofMissouri
26 U.S.Marehal:C. Mauri Sheer

U.S. Courthouse
27 400 E. 9th St., Room 3740
oo Kansas City, MO 64106
28 (816)512-2000

SECOND AMENDED (PROPOSED] 7 ^ ^ «
TEMPORARY RESTRAINING ORDER, SEIZURE ORDER ' OlTiCk Hemngton &SutCliffe LIP
AND ORDER TO SHOW CAUSE RE PRELIMINARY 701 5th Avenue, Stdto 6800
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e. EasternDistrictofVirginia

2 U.S. Marshal: John R. Hackman
401 Courthouse Square

3 Alexandria, VA22314
(703) 837-5500

4
f. Northern District ofTexas

6 U.S. Marshal: Randy Paul Ely
Federal Building

6 1100 Commerce Street, Room 16F47
Dallas, TX 75242

7 (214)767-0836

8 g. Western District ofWashington
U.S. Marshal: Mark L. Ericks

9 700Stewart Street, Suite 9000
Seatde,WA 98101-1271

10 (206)370-8600

11 h. Southern District ofOhio
U.S. Marshal: Cathy Jones

12 U.S. Courthouse
85 Marconi Boulevard, Room 460

13 Columbus, OH43215
(614)469-5540

14
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2. TheUnitedStatesMarshals and theirdeputies shallbe accompanied by

Microsoft'sattorneys and forensic experts at the foregoing described seizure, to assistwith

identifying, inventorying, takingpossessionofand isolatingDefendants^ computerresources,

command andcontrol software andothersoftware components thatareseized. TheUnited States

Marshals shall seize Defendants' computers, servers, electronic datastorage devices or media

associated withDefendants' IP addresses at the hostmg companies set forth in Paragraph F above,

or a live imageofDefendants' data and informationon said computers,servers,electronicdata

storage devices or media, as reasonably determined bytheU.S. Marshals Service, Microsoft's

forensicexperts and/or attomeys.

3. StrozFriedberg, 1925 Century ParkEast, Suite 1350, Los Angeles, CA

90067, tel. (310)623-3301, will act as substitute custodian of anyand all properties seized

pursuant to this Order and shall hold harmless the United States MarshalsService, arising from

any acts, incidents,or occurrences in connectionwith the seizure and possessionofthe

defendants' property, mcluding any third-party claims, and the United States Marshal shall be
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discharged ofhis orherduties and responsibilities for safekeeping of the seized materials.

2 4. The United States Marshals accomplishing such seizure are permitted to

3 enter the premises ofthe data centers operated by ECommerce, Lie., FDCServers.net LLC,

4 Wholesale Internet, Inc., Burstnet Technologies, Inc., and Softlayer Technologies. Inc., inorder to

6 serve copies ofthis Order, carry out the terms ofthis Order and toverify compliance with this

6 Order. The United States Marshals shall employ whatever reasonable means are necessary to

7 carry out the terms ofthis Order and to inspect the contents ofany computers, servers, electronic

8 data storage devices, media, room, closets, cabinets, vehicles, containers or desks ordocuments

9 and todismantle any equipment utilized by Defendants tocarry out the activities prohibited by

10 this Order.

11 G. Pursuant totheAll Writs Act and toeffect discovery ofthe true identities ofthe

12 John Doe defendants, the data centers and hosting providers identified inAppendix Aand the

13 domain registries identified inAppendix Btothis Order, shall:

14 1. disable Defendants* IP addresses setforth in Appendix A (including

15 through any backup systems) so that they can no longer be accessed over the Internet, connected

16 to, orcommunicated with inany way except as explicitly provided for inthis order;

17 2. disable Defendants' domains setforth inAppendix B sothattheycanno

18 longer be accessed overtheInternet, connected to, or communicated within anywayexc^t as

19 explicitly provided for inthis order by (1) locking the domains and removing such domains from

20 the zone file and (2) taking all stq)s required topropagate the foregoing domain registry changes

21 to domain name registrars;

22 3. transfer any content and software hosted onDefendants' IP addresses listed

23 inAppendix Atonew IP addresses not listed inAppendix A; notify Defendants and any other

24 owners of such content or software ofthenew IPaddresses, and direct them to contact

25 Microsoft's Counsel, Gabriel M. Ramsey, Orrick Herrington &Sutcliffe, 1000 Marsh Road,

26 Menlo Park, CA 90425-1015, (Tel: 650-614-7400), to facilitate any follow-on action;

27 4. preserve and produce toMicrosoft documents and information sufficient to

28 identify and contact Defendants and Defendants' representatives operating or controlling the JP
SECOND AMENDED IPROPOSED]£XrP^71? Q ^ «
TEMPORARY RESTRAINING <»tDER,SEIZ[]RE(MU>ER Omck HefringtOfl &SutcfilfeLLP
AND ORDER TOSHOW CAUSE RE PRELIMINARY 701 Stti AveiUiO, SuttO 6800
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1 addresses set forth inAppendix A, including any and allindividual orentity names» mailing

2 addresses, e-mail addresses, facsimile numbers and telephone numbers orsimilar contact

3 I infomiation, including but not limited to such contact information reflected in billing, usage and

4 contactrecords;

5 5. provide reasonable assistance inimplementing the terms ofthis Order and

6 shall take noaction tofrustrate the implementation ofthis Order, including theprovision of

7 sufficient and reasonable access to offices, facilities, computer networks, computers andservices,

8 sothat theUnited States Marshals Service, Microsoft, itsattorneys and/or representatives may

9 directly supervise andconfirm theimplementation ofthis Order against Defendants;

10 6. refrain from publishing orproviding notice orwarning of this Order to

11 Defendants, their representatives or persons who areinactive concert orparticipation with them,

12 until this Order is fully executed, except asexplicitly provided forinthis Order.

13 H. Anyone interfering with theexecution of thisOrder is subject to arrest byfederal or

14 state law enforcement officials.

15 IT IS FURTHER ORDERED that copies ofthis Order, notice ofthePreliminary

16 Injunction hearing andservice of theComplaint may be served by anymeans authorized by law,

17 including (1)bypersonal delivery upon defendants who provided contact information in theU.S.;

18 (2)personal delivery through theHague Convention onService Abroad upon defendants who

19 provided contact information outside the U.S.; (3)bytransmission bye-mail, facsimile and mail

20 to thecontact information provided bydefendants to thedata centers, Internet hosting providers

21 and domain registrars whohostedthe software codeassociated withthe IP addresses set forthat

22 Appendix A or through which domains inAppendix B are registered; and (4)bypublishing notice

23 to Defendants ona publicly available Intemet website.

24 IT IS FURTHER ORDERED, pursuant toFederal Rule ofCivil Procedure 6S(b), 15

25 U.S.C. §1116(d)(10) and 28 U.S.C. § 1651(a) (the AllWrits Act) thatthe Defendants shall appear

26 before this Court within 28days from the date ofthis order, toshow cause, if there isany, why

27 this Court should not enter a Preliminary Injunction, pending final ruling onthe Complaint against

28 the Defendants, enjoining them from the conduct temporarily restrained by the preceding
SECOND AMENDED |PROPOSBD]je3irMAX? 1A _ . , „ ^ o o
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provisionsofthis Order.

IT IS FURTHER ORDERED thatMicrosoft shallpost bondin the amount of$173,000

as cashto be paid into the Courtregistry.

IT IS FURTHER ORDERED that Microsoft shall compensatethe data centers, Intemet

hostingproviders and/ordomainregistries identified in Appendices A and B at prevailing ratesfor

technical assistance rendered in implementing the Order.

IT IS FURTHER ORDERED that this Order shall be implemented with the least degree

ofinterference with the normal operation ofIhe data centersand intemethostingproviders and/or

domain registries identified in Appendices A andB consistent with thorough andprompt

implemfintationofthisOrfer. V<6 WW.

IT IS FURTHER ORDERED that the Defendants shall file with the Court and serve on

Microsoft's counsel anyanswering afRdavits, pleadings, motions, expert reports or declarations

and/or legal memoranda no later thanfour (4)days prior to thehearing onMicrosoft's request for

a preliminary iijunction. Microsoft may fileresponsive or supplemental pleadings, materials,

affidavits, or memoranda with the Court and serve the same on counsel for the Defendants no later

thanone(1)daypriorto thepreliminary injunction hearing in thismatter. Provided thatservice

shall be performed by personal or overnight delivery, facsimile or electronic mail, anddocuments

shall bedelivered so that they shall be received bytheother parties nolaterthan 4:00 p.m. (Pacific

StandardTime) on the appropriatedates listed in this paragraph.

IT IS SO ORDERED

Entered this n day ofMarch, 2011.
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The Hon •rable James L. Robart
United S ates District Judge
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