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The Honorable James L. Robart

l»i
n-CV.00222-ORD

UNITED STATES DISTRICT COURT

WESTERN DISTRICT OF WASHINGTON

AT SEATTLE

MICROSOFT CORPORATION.

Plaintiif,

V.

JOHN DOES 1-11 CONTROLLING A
COMPUTER BOTNET THEREBY
INJURING MICROSOFT AND ITS
CUSTOMERS,

Defendants.

CaseNo.2:ll-cv-00222

tPltUWblBUJ ORDER FOR
PRELIMINARY INJUNCTION

PlaintiffMicrosoft Corporation (""Microsoff') filed a complaint for injunctive andother

reliefpursuant to; (1)theComputer Fraud andAbuse Act(18U.S.C. § 1030); (2) theCAN-

SPAM Act(15 U.S.C. § 7704); (3)theLanham Act(15 U.S.C. §§1114(a)(1). 1125(aX (c)); and

(4)thecommon law oftrespass, conversion and unjust enrichment. OnMarch 9.2011. theCourt

granted Microsoft's Application for anEmergency Temporaiy Restraming Order, Seizure Order

andOrder to Show Cause Re Preliminary Injunction. Microsoft nowmoves foran Order for

Preliminary Injunction seeking tokeep inplace the reliefgranted by the March 9® order.

WNPINGS OF FACT AND CONrLUSIONS OF LAW

Having reviewed thepapers, declarations, exhibits, andmemorandum filed insupport of

Microsoft's Application for ExParteTemporary Restraining Order, ExParte Seizure andOrder

toShow Cause Re Preliminaiy Injunction ("TRO Application"), aswell assupplemental

[PROPOSED] ORDERFORPRELIMINARY
INJUNCTION

CaseNo.2:lUv.00222

Orrick Hemngton &Sutdiffe LLP
701 8th Awrnie. Sutta 5600
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1 declarations and a status report regarding notice and service ofprocess submitted byMicrosoft

2 onApril 4,2011, the Court hereby makes thefollowing findings of^t and conclusions of law:

3 1. This Court has jurisdiction over the subject matter ofthis case and there isgood

4 cause to believe thatitwill have jurisdiction over allparties hereto; theComplaint states a claim

5 upon which reliefmay begranted against theDefendants under theComputer Fraud and Abuse

6 Act (18U.S.C. § 1030); CAN-SPAM Act (15 U.S.C. §7704); the Lanham Act (15 U.Sr. §§

7 1114,1125); andthe common lawof trespass to chattels, conversion andunjust enrichment.

8 2, Microsoft owns theregistered trademarks "Microsoft," "Windows," and

9 "Hotmail," used inconnection with itsservices, software, and products.

10 3. There is good cause to believe thatDefendants have engaged in and are likely to

11 engage inacts orpractices thatviolate theComputer Fraud and Abuse Act(18 U.S.C. § 1030);

12 CAN-SPAM Act(15 U.S.C. § 7704); theLanham Act(15 U.S.C. §§1114,1125); andthe

13 common law oftrespass tochattels, conversion and unjust enrichment. The evidence setforth in

14 Microsoft's Application for anEmergency Temporary Restraining Order, Seizure Order and

15 Order to Show Cause RePreliminary faijunction ("TRO Motion"), and theaccompanying

16 declarations and exhibits, demonstrates that Microsoft is likely toprevail onitsclahn that

17 Defendants have engaged inviolations oftheforegoing laws by: (1)intentionally accessing and

18 sending malicious software to Microsoft^s and itscustomers^ protected computers andoperating

19 systems, without authorization, inorder to infect those computers and make them part ofthe

20 botnet; (2)siding malicious software toconfigure, deploy and operate a botnet; (3) sending

21 unsolicited spam e-mail toMicrosoft's Hotmail accounts; and (4) sending unsolicited spam e-

22 mails that wisely indicate that they arefrom orapproved byMicrosoft and that promote

23 counterfeit pharmaceuticals andother fraudulent schemes. Therefore, Microsoft is likely to

24 prevail on the merits ofthis action.

25 4. There isgood cause tobelieve that unless they are preliminarily enjomed by

26 Order ofthis Court, immediate and irreparable harm will result fi*om the Defendants' further

27 violations ofthe Computer Fraud and Abuse Act (18 U.S.C. § 1030); CAN-SPAM Act (15

28 U.S.C. §7704); the Lanham Act (15 U,S.C. §§ 1114,1125); and the common law oftrespass to
jPROjgro] ORDER FOR PRELIMINARY 2 orrick Harrington &Sutdiffe LLP
CASEN0.2:I1-CV^ SeS.

teN-1-20&8394300

Case 1:17-cv-01224-TSE-MSN   Document 7-15   Filed 10/26/17   Page 3 of 7 PageID# 468



Case 2:ll-cv-00222-JLR Document 48 Filed 04/06/11 Page 3 of 6

Case2:11-cv-00222-JLR Document42 Filed 04/04/11 Page 3 of 6

1 chattels, conversion and unjust enrichment. There isgood cause tobelieve that ifsuch conduct

2 continues, irreparable harm willoccur to Microsoft andthepublic, including Microsoft's

3 customers. There isgood cause tobelieve that tiie Defendants will continue toengage insuch

4 unlawful actions ifnot preliminarily enjoined fiom doing so by Order ofthis Court.

5 5. There isgood cause tobelieve that the hardship toMicrosoft, itscustomers, and

6 the public resulting from denying this Motion for Preliminary Injunction fsur outweighs the

7 hardship that will be suffered by Defendants ifthe Preliminary Injunction issues. Defendants are

8 accused ofillegally inf^ting end-user computers toenlist them into Rustock, a networlc of

9 infected end-user computers operated over the Internet and used for illegal purposes. Microsoft,

10 its customers, and the public are harmed bythis activity through the high-volume ofspam e-mail

11 generated by Rustock, the various schemes promoted by Rustock e-mail such asthe sale of

12 counterfeit pharmaceuticals, and the ongoing infection ofend-user computers and their use in

13 illegal purposes. Therefore, the balance ofhardships tips in&vor ofgranting a Preliminary

14 Injunction.

15 6. Thereisgoodcausetobelievethatthepreliminaiy injunction will benefit the

16 public. Maintaining the reliefput inplace under the Court's TRO will keep the operators of

17 Rustock from reconstituting its Command and Control Infrastructure, will shaiply curtail its

18 ability topropagate spam e-mail, will reduce itsinvolvement in promoting illegal schemes

19 including infringement ofMicrosoft's trademarks and the sale ofcounterfeit pharmaceuticals,

20 and will keep itfrom using the current tier ofRustock-infected end-user computers in illegal

21 activity without theu: owner's permission or knowledge. Therefore, aPrelhninary Injunction will

22 have a favorable impact onthepublic interest.

23 7. There is good cause to believe that the Defendants have engaged inillegal activity

24 using the data centers and/or Internet hostmg providers identified in Appendbc Ato host the

25 command and control software andthe malicious botnetcodeand content usedto maintain and

26 operate the botnet atcomputers, servers, electronic data storage devices ormedia atthe IP

27 addresses identified in Appendk A.

28 8. There is good cause to believe that to keep Defendants fhjm resuming actions
IPROPOSED] ORDER FOR PRELIMINARY 7 u • ^ o « • • »
INJUNCTION OrrickHemnston &Sutdrffe LLP
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1 injurious to Microsoft and others. Defendants* IPaddresses identified inAppendix Amust

2 remain in adisabled state; Defendants' computing resources related to such IP addresses must

3 remain disconnected from the Internet; and Defendants must be prohibited fiom accessing

4 Defendants' computer resources related to such IPaddresses.

5 9. There is good cause tobelieve that the Defendants have engaged inillegal activity

6 using the Internet domains identified atAppendbc Btothis order tohost the command and

7 control software and content used tomaintain and operate the botnet There isgood cause to

8 believe that to inunediately halt the injuiy caused by Defendants, each ofDefendants* current

9 and prospective domains setforth mAppendix Bmust bemaintained inaninaccessible state,

10 and/or removed firom the Internet zone file.

11 10. There isgood cause to direct that third party data centers, hosting providers and

12 Internet registries/registrars reasonably assist in the implementation ofthe Order and refrain from

13 frustrating the implementation and purposes ofthis Order, pursuant to28 U.S.C. § 1651(a) (the

14 All Writs Act).

15 11. There isgood cause tobelieve that Microsoft has provided adequate notice to

16 Etefendants ofthe TRO and this Preliminary Injunction. The following means ofservice

17 employed by Microsoft are authorized by law, satisfy Due Process, satisfy Fed. R. Civ. Pro.

18 4(f)(3); and are reasonably calculated tonotify defendants ofthe TRO, the Preliminary

19 Injunction hearing and ofthe Complaint: (1) transmission by e-mail, fiicsimile, and mail tothe

20 contact information provided bydefendants tothedata centers, Internet hosting providers, and

21 domain registrars who host the software code associated with the IPaddresses inAppendbc A, or

22 through which domains in Appendix Bare registered; and (2) publishing notice tothe

23 Defendants ona publicly available Internet website.

24 12. Therefore, in accordance with Fed. R. Civ. P. 65(a) and the All Writs Act, good

25 cause and the interests ofjustice require that this Order beGranted.

26 PRELIMINARV INJUNCTION

27 IT IS THEREFORE ORDERED as follows:

28 A. Defendants, their representatives and persons who are in active concert or
FORPRELIMINARY 4 ^
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1 participation with them are preliminarily enjoined from intentionally accessing and sendmg

2 malicious software toMicrosoft's and its customers* protected computers and operating systems,

3 without authorization, in order tomfect those computers and make them part ofthe botnet;

4 senduig malicious software toconfigure, deploy and operate abotnet; sending unsolicited spam

5 e-mail toMicrosoft's Hotmail accounts; and sending unsolicited spam e-mail ^at &lsely indicate

6 that they are from orapproved by Microsoft; orundertaking any similar activity that inflicts

7 harm onMicrosoft orthepublic, including Microsoft's customers.

8 B. Defendants, their representatives and persons who are in active concert or

9 participation with them are preliminarily enjoined from configuring, deploying, operating or

10 otherwise participating in orfacilitating the botnet described in the TRO Application, including

11 but notlimited tothe command and control software hosted atand operating through theIP

12 addresses and domains setforth herein and through any other component orelement ofthe

13 botnet in anylocation.

14 C. Defendants, their representatives and persons who are inactive concert or

15 participation with them are preliminarily enjoined from using the trademarks "Microsoft,"

16 "Windows," "Hotmail,"and/or other trademarks; trade names; service marks; or Internet Domain

17 addresses ornames; oracting inany other manner which suggests inany way that Defendants'

18 products orservices come from orare somehow sponsored oraffiliated with Microsoft, and from

19 otherwise unfairly competing with Microsoft, misappropriating that which rightfully belongs to

20 Microsoft, orpassing offtheir goods asMicrosoft's.

21 D. [)efendants, their representatives and persons who are in active concert or

22 participation with them are preliminarily enjoined from infringing Microsoft's registered

23 trademarks, Registration Nos. 1200236,2165601,2463510 and others.

24 E. Defendants, their representatives and persons who are in active concert or

25 participation with them are preliminarily enjoined fh)m using in connection with Defendants'

26 activities any false ordeceptive designation, representation ordescription ofDefendants' orof

27 their representatives' activities, whether by symbols, words, designs orstatements, which would

28 damage orinjure Microsoft orgive Defendants an unfriir competitive advantage orresult in
5 orrid^ Hernngton &Sutdiffe UP
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1 deception ofconsumers.

2 F. Microsoft shall maintain itsbond intheamount of$173,000 that it has paid into

3 theCourt's Registry.

4 G. Pursuant tothe All Writs Act, the data centers and hosting providers identified m

5 Appendix Aand die domain registries identified in Appendix Btothis Order, shall, during the

6 pendency of this action:

7 1. Mamtain in a disabled state Defendants' IP addresses set forth in

8 Appendix A(including through any backup systems) so that they cannot be accessed over the

9 Internet, connected to, orcommunicated with in any way except asexplicitly provided for in this

10 order;

11 2. Maintain uia disabled state Defendants' domains setforth inAppendix B

12 sothatthey cannot beaccessed over theInternet, connected to,or communicated with inany

13 way except asexplicitly provided for in this order by (1) keeping the domains locked and

14 keeping such domains from being entered mto the zone file; and (2)taking allsteps required to

15 prop^te the foregoing domain registry changes todomain name registrars;

16 3. provide reasonable assistance in implementing the terms ofthis Order and

17 shall take noaction to fiaistrate theimplementation ofthis Order.

18

19

20 rriS SO ORDERED

21 yu

22 Entered this (d day ofApril, 2011.
The Hoiferable James L. Robart

23 United Sfates District Judge

24

25
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