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PlaintiffsMicrosoftGog). C^MicrosolT), theFS-ISAC» Inc. (Financial Services-

Ihfonnaiion Sbai^ng and Anis^y^C^ter) (^PS^SiiM:;"), and the National Automated Clearing
i

HouseAssociation ^Plaiiitif&*') fileda Ccsnplaiiit foi injunctive

a^o^rdi^f|n]jsB^%die.,©^]ip^ (18 IT.&C § 1030); the CAN-

SPAM Act(15 U.S.C» § 77CN0;:^^ecttOlii]e<k>i^^ PdvaeyAct(18 Uil.C. § 2701);

Tiadooatk aiid Dfliition iind( t ihe

A<st (15 II Contest

rccntveision

eontlusi^t OffNiafchl9i2^iC

Ii^tindion.

ofPliao^

anduiQust

ktilts' A|̂ llGa^cmtor an^ Eihergency

V Plaintiffnowinovesfor an Or^erfor

Ordeir, with

m support

;ti)eCouthiereby

vei»is

mptiter

Electtoiiic ComD(iiim(^<tt&^vai^ Actf l^S U.^.C. §2701); TrademaHc Infinngenu 3!t,.False

DesigRation ofQj^in^^llfasdanadE Latiham Act(15 tr.S.C. §11114

seq,^ die Raeketeeie liiflfia^^^^a^ (18 U^.^. §; IS^2); bid the

common lawoftrespass, utyii^tenHchment.

2. ^^crosollowns tiie n^t^red irsdeinarks ''Windows,*' pnd

2
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"Outlodc" used inconnection with itsservices^ softwue, and products. F&JSAC's jnembers
!

haveinvested indeveloping theirbrands^ ti^emarl^:aQdtraden^ps m^oci^tioniivith the

financial sovices ftusy offer.. KACHA owns.the s^^teied tzadenuffk anitte

NACHAh}gp used indbiyuDCtbn with services. i
i

3. There isgood caq% tobelieVe'fifiift Deifi^sdiiiitts h^^ and ^ likely

ukc.
§ 1030; theCAN-:

Act(irUS.C.§2701);

4. Tbsce is good casise

enjof

Defeo^aits' oii||os]ig viblai&ins b:

tb& GAN^PAM A^(15

U.S.C. § 2701);

Conufft Organizations

andui^ustcMEto^

bpera&igsystms of the customers or

ISAC,

operated

l^diis I liv^y

. II1114 etsei?.); Ae Ksokete sr

§1^)1;^die ]&w

e hann willixc^t

.S C. §

of

md

1030);

ti^eniBik

f;th&R^kipv d and

^^|&>:eoimnon:^w bftres^ cp]nre^on,

tlb

inti^ arelikelytop] evail on

; (1

e|nd

FS-

n^e

deploy Itnd

*s Hotmail accoui its; (4)

arefiroin oriqfyprove^ by
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Plaintifife or theirassociated member organizations* thepurpose ofwhich is to decei|ve

computer users into taking stei^ thatvdll result in the infectionoftheir computers v

botaet codeand/orthe disclosureofpersonalandHnaiicial account iijfonnation; (5) stealing

personal fiiumtclal account infoimation from computer users; (6)using stolen. |

information tosteal money from^ financial accounts ofthose users; and(7)as^fatmg

with oneaootiisriii ac(»iii^ ^g^ed in th^ ill^ial acts. There is^oojd cause

to bdievo11^ cdndtict c<B]linue& ifKOaiable hmm wi^ Fl^i^add thi^

pubKc, itidtidipg?li&iin^&* ciistoraets^ associale^ (^aini^pii^. Therej is

cause tD the.DefenxMsare engiftgiiig, and willcontinuQloesgi^ in si idi

tuilaw&l actions ifo^tiittmediiifffly resli^ed ^m do^ soby Onler of^tbk Court

S. There is good cuik tdbelieve thdt immediatis and irirepareibleda^^ tbis

Court'si^xQUKyto grant el&cti^ jinal reliefwillresult fipm the^e» transit, w o#! sir

dispoati<Hi or cottcealm^t PeileHdrats ofthe botnet command and control toe

is hostedatai^otherwise opMes^a»ugib the rntenGe$#mains li^^ iii App^^ A, the

fintemfit 0P>address listed in Appe(ndiixB» adt^ filedii^ ii

C, and j&Qiii^cte^triKtiOhdr GOOiPG^ dffiil$*

misconduct wM>le 1 KG

AppHcatioiiaQd acc<)iiq>ai^g dedaratipns and^dvb^^ ifti^e tb

pi&fe&8£; macti^^t^ tM#^ an i

Pla!iitifi& dte f^lic^ toisUslt^Ksai^i^Ki^^ (2)

D^ik]iait^:to)&cdiiti9ued4Nir clear in^^y to% foi sgolng

interests; (3)Pe^nddnis are likely todeMe or ^ bdtea alj^^ coi itrdl

software at issuein PlaantifTs* TROApplication dndthehanii^, tra lemark

6. There is good cmise^^to believe that Di^e&dants havr in illegjal
k^penjiixBto

coment i|sed to
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maintain andoperate the botnetat conysut^, servers, elec1ix>iuc data borage deviceis or

mediaat the IPaddresses identified in Appendix B.

7. There is good cause to believe that to immedial^y halt the injury caijsed by
Defendants, dataandevidence at Defendants' address identified in Appendix B must be

preserved and l^din escrow pending ^ir^er Older ofthe cour^ Defendants' compijting
resources

Def^idaaats nn^be |tfohibited acces^i^ De&nd^ts' ceiD|iuferTesourees rek led to

ijistberesources mi

secured and

8. Tfaj^ is good cau^ to l^Iieve that DefiSMlBnCs to ^gaged in illeg^

command andcflAtrol softwsve andci»Miciiti^ed to maialain ^ operatethe botnet. There is

good cause to b^il^ethat to tnitiiediMy^^^hait^e ^UIy eaused^% Pefendants, eac^ of
Pefensdants* (»ii|fiiittaiid|ff6spectiv^doiis^sset Amustbelmm^iately

redirorted to tli$lj%nos^il-secui^ 199.2.137.14iv^tsmg nsone servers |
nsl jnicrosodl^eiixetsa£e^.net.and or, 2dteiiiBtivei>, the

domain t^^stiies, i^istrars and/or looat^ oryM apiesen^ in the Unlj^
^loiildlake dtlN^ieclSd^^ steps to^^KSiire that Defendants cannot

useiheAppeii^Adibnite to dcniti3l^bdtiM^ as^stancein tli e

ofthis Order, atei^i^rised puf8i}anlio;28:U.S.C, § AU Wrhs Act). |
9. lliU^ourtrespectfidlyi^^aes^but'dbesnQtpito,^^

registries andregistrars takereason^st^ to work to ensure that

Defendants c|a^u^ &e Appendix A dimtahis to coniteal thebcrtnet

10. There isgood c^^ to no^ce t>f&e instiait Order and service ofthe

Comj^laintbyfbnnal andalternative ^vejan th^exigency ofthecircumstaiiDf s and the

need forpronqplrdief. The Mlowuig iiQean3 ofservice areaufltorized by law, s^s fy Due
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Process, satisfy Fed. R. Civ. Pto.4(1X3), andarereasonably calculated to notify Defendants

ofthe instant order, :Ae Prelimiaaiy ^junction hearing and ofthis action: (1) persoi^

contact inforn^tmili ^ through the Hague Conventioiji cm

Service Abio«4^>' other |>e£Midante jitov^ed contact iiif<»n)atioij ou^de

Internet

addresses Ap|)todix Aare re^sleied; ^d (4)

new are helieVie^ to reside.

U. 1$ to Plaiixtif& ofdmying the relief

interests QflQe£$ddan«s parfy.

IT ISira 1y ''I (iS

aiv ^ active concert or

openiting^eGMm ofO^y|xl^l&'1SM!pa«s^^^dh$S80!^^ ^ ifliout

at(Ui6fl2«tittn» jni»d^toin^t lk}se'CQ!Oi|pter$ iand ofthe botoet;! binding

malicious softixi^totonilgure, d^loy £md opo^ltbotn^ sending unsolicited sjame-

mail to MiciD$oft*s HotmailacGOUOts^ s»i£i^iiinsoMteidq[>am e-mail thatwisely ndicate

that they axe or ap|>roved orP]aintil&* associated member oigani^ons;
oreatiflg false ijM)Sites tball^sefy indMIe theyateassocia^ with or at^ve^ by
Plainti^ orPlaiittif '̂ memlser organizattons; orsleali]^ infonnatibn, money orproperty

6
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£[om Plaintiff, customers ormemberotganizaiions, or undertaking any

similar activity tfiM inflicts onPlainiilfSj cv the public, inoludihg Plaintiffs' cujstomers
or associatedme!ttb^<>fgattottons.

B. ^eir ^d ]>eKSQns whoare in aiclive conc^ or

m

and

operating ^ixouglt^ ^ ^rSitoesi la^ #nmg^ anyod er

componentoiir deni^t of^&ebolnetsittimf^^

C. Deli^ant^^^i^ iBi^^ersons^v\^ aiem a^^ srt or

participation usingthe ti^^ maiics

^^Microsoft," ^ifadowSi?^ *^Oiitlo©k,^ trademarks of Social

9; tcei^ names; semce miols; or

nany

oila^lStated

with Plaintifi^ vii&ly

compe^giwi&l^ti^'ii^^l^ii^iyi^ tio Pl^oiil h or

Pl^tifi^' custj(^«^QrPia^a^^

goods orsov^ ^

D. l>eJMisl^ eosi^ or

iieir

paiticipati(m iviti eiyolii^lrom iix&^glng FSsii ntiSs'

registered ItegMn^nM 3419145 in d othe».

E. Diefeiidants, ^e£r ieiflc^»iiatiye5 and{^isois1^0^in a^ve conc iti or

participsStion them are tea^tariiyrees^^ eiypineiS^omusing in conn< ction

with Defendants* ^vities any &kepr<tece|ptiV6 d^ifosf^n^ eeinesentation ordesaiptk>n

ofDefoidants' orofth^ r«^resM^^ activities, w&e3iert^^^infaold» words, disigns or

statements,vvMdt^would damage or injurePlfl^ or give I^i^dants an unf«w

7
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competitiveadvantage or result in deception ofeoi^mers.

F. Defendants* materials beiuing jWnging marks, the means ofmakiii^ tl^
counterfeit maric^ and records documen&ig tiie:manu£Etcture, sale, or

involved in such violation, in the possess&m^^Ofdata Coi^buum iData

Centers LLC and Binstaet Technologie^^> ^x^h h^&bi^ s^edpursue 1S U.S:<;.

§1116(d), ^udl beheldin secure Century Pssk Eas ^ St^

ISSO, Los Angela CA90067,which^ aiid all

pTcq>»ties seizedM evidencepreservedffii^t^tto thisOh^ Stidmya^edalsdiallbe

G. Theregi^^ ofthedoipin$i(i»iti£i^ Ato thisOrder(tt e

*1legistries^) shall iinplement thejprovi^ns ofthi^ore^ in^^Ikm^^hion:

1.

infbiin^on dndpdmt ofcontact s^ notjbe ittefedandassoc^^ V^OIS nifon^ialiott

shallnot be <dianged;

2.

tegisbnation%iU[iy11^ Miath^ shoi^ftiMIic^ IP address

199.2.137.i4l» usii^namc; servers n8ljj!^^s0jp^|e^^

ns2,nucrosoftinitefafctsafety^et

pemfing

4. Tl» Regimes{NfiMaaieal^

manes to IP addiBss l99.Zl37.14l, using ttieniB^eservers n^l^micaoso]

and ns2.microsoftinlemetsafety.net;

5. Nameresolution shall not be su^nded;

6. TheRegistries and PMEftifTsshaliothervt^Vi^

to takeanyo^reasonable st^ nieeessai^to preventDei^iK^ts £r<Hn using

Appendix A domains.

8

ii^Auasn

jiet

good

the
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H. Defendants are directed to.peiinanently disable access to the file patl^
identified in Appoidix C; permanently delete or otherwise disable the content at th{^ file
paths; and take all necessary steps to ^ such file paths are not re-enabled ni)r the

!content recreatied. Pursuant to the All Writs Act, U.S. based free website hosting providers
ofthe domains set forth in Appendix Care directed to jperraanently delete or otherwise

!

disable the content atflie file patts i^AppeiKlix C.

rr IS FIJKlFyER;©RIMER$2|),;tt^ cc^ies oftins Qh^^, nctticig ofthe Pibl

any means ax^J^ized by law,

in the

U^.; (2)person^d^ve^.tiiretigh tte Ha^^ie Gibnyenlion on Service Abroad ieftiidants

kectionic

and to

provide
i

IP address i set forth at

Aiq)endix B or thi€(mgh^^don?a^ in /^qpendix A are res^steredi and{4)by pu >li8hing

m)doe to Defesidants cm apt^&olyayaUable w^ite otiiii^^isiers m-thi: jurisdictions

^ere Defendants are^lieved to reside;

rr IS shall post bondin the an^unt

$300,000 as ca^h tc^b^^dibto

in

of

Appendices A, BandC at pievidling'iaies f6rt^bnical assistance r^dered in impl^naenting

&e Order.

rr ISFU]^ra£R ORDClldgD th^thsOlder shall be implemented with tlie least

providers and/or donpi^ registr!^ ai^(»: weMte providers id^ified mAppetidic^ A, B
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IT IS FURTHER ORDEIRED, specifically with regard to thepreserved Intjemet

traffic to andfrom theservers corresponding to &eIPaddresses listed in Exhibit B,^at this

evidence shall bepreserved^held in escrow and kept under sealbyStroz Friedberg, land not

accessed by any party» p^dti^ further order ofthis Court. |
IT IS FURTBDR ^cifiei^^ withr^aid to the Internet trafficthat is

redirected from the domains listed in Ejchiblt Ato the Mi^spfr-secured IP addreiss |
1

199.2.137.14i» usingname servieis nsl .nucfi08odtnt^etsafety.net

ns2jmciosoftintenietsafely^jiet, ttetMicrosoft ^lall not record more than the. IP ad^^^^

incomingconnections.

xrismmmEmD

Enteiedthis day of 2012.

10
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