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Plaintiffs Microsoft Corp. (“Microsoft™), the FS-ISAC, Inc. (Financial Servi%:es-
Information Sharing and Analysis.Center) (“FS-ISAC™), and the National Automated Clearing
House Association (“NACHA”) (zollectively, the “Plaintiffs”) filed a Complaint foxi injunctive
and other relief pursuant o, the Compinter Praudand Abuse Act (18 US.C. §1030); the CAN-
SPAM Act (15 U.S.C: § 7704); the Electionie- Commuiications Privacy Act (18 U.SF.C. §2701);
Trademark Infringement, False Designation-of Qtigin, aid Trademark Dilution und%r the
Lanbiatn Act (15.U.8:C. §§ iT14:et seq.); violafions.of the Racketesr afluenced and Corrupt
Orgaiizations Aet (18 USC.§ imyana thietatnmonlaw of trespass, conversion, and unjust
enricinient. ‘O’ Maroh 19; 2042, the Court gratted Plaintiffs* -Application for an ElPﬂrgen

estraining Qider, Seizire Order and Qrder to-Show Cause Re Prehmu?.ry
Injunction. The Plaintiffs liave executed it énder. Plaiutiff now moves for an Orfler for
Preliminary tmmcﬁmeeﬁng tokeep: inplaw&ereltefgtantedbytbe March 19:14 Order, with

\ iminary Injuseiion (“TRO Applicatioer)
mnmfonmmwngs of fixct and conglngion.of Taw: |
1. TS Co ke jurisliction over the subiject matter of thiscase and tH
.good cauge to-believe Wit it Will have: juﬁs&em Vi all'parties heteto; tie Complain
states a'claims upon whithaélief; Defendants '
Fraud-and Abuse Aet (1§ USC. §1030},ﬂwCAN-SPKM Act(15USC. §7704),lme
Electronic CommivnicationsPrivacy Act (18 US.C. § 2701); Trademark Infringemdnt, False
Designation of Ofigin, aad Trademark Dilution under the Lanham Act (15 US.C. §§ 1114 et
seq.); the Racketoér Influenced arid Corrypt Organizations Act (18 U.S.C. §;»r'962);§ﬁn
common law of trespass, convégsion,.and unjust enrichmeiit.
2. Microsoft owns the registered fredemarks “Microsoft,” “Windows,” Ifmd
\ .
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“Outlook” used in connection with its services, Software, and products. FSISAC’s fnembers
have invested in developing their brands, trademarks:and trade names in assot:iationi!with the
financial services they offer. NACHA owns the registered trademark “NACHA” mrl the
NACHA logo used in conjumction with:its services.

3. . There is good cause to believe that Defendants have engaged:in and 4re likely
to erigage in acts or practices that violate thé"Commputés Fraud: and Abuse Act (18 UFC
§ 1030); the CAN-SPAM Act(15 U.S.C. § 7704); thie Eleatronic Commugizations Rrivecy
Act (l.&U.-S.C. §~2-’£0‘1); deemarkrlnﬁingem’ finge: ea't', .Falspfﬁesimaﬁon -of-giﬁ, and |

Influenced and Corriipt Organizi '_QﬂS?Act(l%'-Q,'_,S.Q; § .wsz);m me.cgmmon 1aw§ of
trespass, conversion, and unjust enrichment ;
4. There is good cause to believe thesy-uinless Dlefendants are regirained Pnd
enjoined by Order of this Court, immedinte.and irepiagabile harm will regult fiom §
Defendiints’ origoiing violations of the Computer Frtud and Abuse Act (18 U.S.C. § 31030)-
the CAN-SPAM Act (15.U.5.C; § 7704); the Blestétsiic Communications Privacy Act (13
U.S.C. § 2701); Trademiark Infringement, Faie Digigitation o 3
Dilution under the Lanham Aot (15'US.C. §§11i4vat sig); thie Racketir Infl
Corrupt Organizations Act-(18U.3.C. § 1962); and fliz-common Jaw.of tresposs, -cp+versi_on,
and unjust ésrichment. The evidence set forth i Plaintitls TRO Applicstion and
accompanying declarationsunt} exhibits, demionstrates that Plaintiffs mglikeiyto»;t'uﬂ on
their claim that Defendants have éngaged in violitions of the foregoing laws by: (1_=
intentionally accessing and sending malicious ioftvaire 10 the protected computers HLA
operating systems of the customers or.associated member organizations of Microsoft, FS-
ISAC, and NACHA, without authorization, in orderto infect those computers and
them part-of the Zeus Botnets; (2) sending malicious sofiware to eonfigure, deploy and
operate a botnet; (3) sendirig unsolicited spam e-niail to Microsoft’s Hotmail acco
sending unsolicited spam e-mails that falsely indicate that they are from or approvei.l by
3
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Plaintiffs or their associated member organizations, the purpose of which is to deceii;le
computer users into taking steps.that will result in the infection of their computers With
botnet code and/or the disclosure of personal and financial account information; (5) fnea.ling
personal and financial account information from corputer users; (6) using stolen |
information to steal money from the financial accounts of those users; and @ assocyatmg
with one anotlier-in & comuion eaferprise engaged.in these illegal acts. There is:gock cause:
to believe that if sich conduct continues; irreparable barm will occur to Pleintiffs:ard the
public, including Plintiffs’ customers and.associated metber organizations. Therd is good
cause to believe:that the Defendanis are engaging, and will continuerto engage; in sch
unltawful actions if not immediately festtained from doinp so by Order of this Court

5.  Thereis good canse to believe that immediate and irrepariible darmagp to this
Court’s ability to grant effective final relief will result from the sale, transfer, or othgr
disposition or.concealment by Defendants of the botnet command.and control softwiare that
is hosted at aind otherwise opérates through the Internet domains listed in AppendixiA, 1

C, and fromi the destraetion of cobcealment of other dissoverable evidence of Def g
‘misconduct available at those locations. Based oh the evideics cited in Plaintifls’

interests; (3) Défénddnts are likely to-delete or rel6eate the botnét command and control
software at issue in Plaintiffs’ TRO Application and the harmfal, malicious, aid tr k
infringing software disseminated through these IP addresses and demains. ‘

6. There is goodicauseobelieve that Defondants have engaged in illegel
activity using the data centers and/or Internet hosting providers identified in Appen*hx Bto
host the command and contyol, software and the malicious botnet code and content 1§sedm

4 |
|
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maintain and operate the botnet at computers, servers, electronic data storage devioés or
media at the IP addresses identified in Appendix B.

7. There is good cause to believe that to immediately.halt the injury cauése,d by
Defendants, data and evidence at Defendants™ IP addresses identified in Appendix B must be
preserved and held in escrow pending further order of the court; Defendants’ comp\;ting.
resources related o such IP addresses miet then be discomtséted from the Interne, |
Defendants must be prohibited from accessing Defendants’ computer:resources telaged to
such IP addresses'and the data and evidence:located on those computer resources mjist be
- |

8.  Thereis good caiisé tobelieve that Defendantshave engaged in illegpl
activity using the Internet domains identified ih Appendix A to this order to host thqE
command and control sofiware and contentused to maintain and operate the botnel.i There is
good cause to.bélieve that to immediatelyhalt the injury caused by Defendants, each of
Defendants’ curtent and prospective dotisins set forﬂlmAp}mIdlx A must be‘imm%:diately
redirected to.thé MisrosoRt-secured TPagddress 199.2.137.141, using name servers |

i
!

nsl.microsoftiniemetsafety.net.and ns2:microsoftinternetsafety.riet, or, alternatively, the
domzain registries, registrars and/or registrais located or with a:presence in the United States
should take othei reasonable steps.to work with Plaintiffs to cnsure that Dcféndamsgcannot
eiidiz:A domuins to cotiteol therbotnit. Such reasonable assistance in the
implemventaticiiof this Order and to-prevént fristrationiof the implententation and purposes
of this Order, ar¢ anthorized pursuant10:28' U S.C, § 1651(e) (the Al Writs Act). |

9.  This Court respectfully requests, but does not order, that fon’*eign,.dor%ain
registries and registrars take reasonable steps to-work with Rlaintiffs to ensure that i
Defendants canpot use the Appendix'A domains to contzol the botnet: 5

10.  Thereis good causeé 1o pesinit notice of the instant Order and servicejof the

use the .

Complaint by formal and alternative 1hearis, given the exigency of the circ
need for promptrelief. The following means of service are:authorized by law, sa
5
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Process, satisfy Fed. R. Civ. Pro. 4(f)(3), and are reasonably calculated to notify Deif'endants
of the instant order, the Preliminary Injunction hearing and of this action: (1) persox'ial
delivery upon Defeidants who provided to the data centers and Internet hosting proquders
contact information in the U.S.; (Z)personaldehvery through the Hague Conventiox;} on
Service Abroad:or other treaties upon Defendants who provided contact information outside
the United States; (3) treansmission:by esmail, eleetroiiic messaging addresses; facsimile, and
mail to the known email and messaging addresses.of Defendants and to their contact
informaﬁonﬁm&ded by Beﬁendmtam the'domain repistrars, registries, damaenne:s!, Internet
hostiiig providess whohomﬂiesoﬁwmcodcmcmedth&ﬂw IP
addresses mAgpﬁndix B, of thiough which domaltis in Appendix A are registered; #nd @
publishing notice ta.the Defendants on'a publicly-available Internet website and in ;
newspapers. iti jurisdictions where Deferidants.are believedl to reside. !
‘1. Thereisigoed caiseto believe thatshie barn to Plaintifts of denying im- relief

este Prelifnifiiry. Iejusiction-outweigtis any har to any. Iepmmate

interests of Defendants and that thére moundw,_;_ sidés 10 any thi 2

IT IS PRERESORE ORDERSD s Tollows:
A.  Deféndants, their.representatt presgntatives and persons who are in active concértor
participiition with st are terpon fl'a'esumm&mdeajoinedﬁum memmanyi

operating sysiemns of Plaintiffs" cuistemers” and nesosh
authorizativn,'in ordeir to infect those-comiputers and make them part of the botnet; $endmg
malicious software to cosifigure, deploy and opettite a botnet; sending unsolicited spam e-
mail to Microsoft’s Hotmail acoounts; sending:unsolicited spam e-mail that falsely indicate
that they are from or approved by Plaintiffs of Plaintiffs’ associated member organi%mions
creating false websites that fajsely. indicate tht they are associated with or ap‘pmve? by
Plaintiffs or Plaintiffs’ member organizations; or stealing information, money or préperty

6
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from Plaintiffs, Plainfiffs’ customers or Plainitiffs’ niember ofganizations, or undemildng any
similar activity that inflicts harm on Plaintiffs; or the public, including Plaintiffs’ cuftomers
or associated member organizations. ’

B.  Defentnts, Gieir represeitatives and persons who are in active concért or
participation withem e tetaporaily estraed and exjoined from configuring, dfploying,
operating or-otherwise participating fii:or fuicilitating the botnets desoribed in the TRO
Application, inclulling but not Hmifed'to fhe corimand and Gonitiol sofivare hosted
operating through:the domaitis and: TPaddresses set forfh herein and through anyoﬁier

component of elemiit of the botnets i sny-Jucation, ;
participation with them are i

“Microsoft,” “Windows; MACHA, " the' NﬁCHAlago. trademarks: of’ﬁnanclal
institution niembers.of FS-ISAC andiaother ;mdemarks trade.names; service: MlILs
Internet Domamad&emesformeaarmﬁngm anyother manner which suggosts jn any

goods or services tis Plaintisfs or:
D.  Defenduits, thieif #tém

registered trademasks, Regxstrahon Nosi 2872708, 35467641, 2463510, 3419145 and others.
E.  Deféndants, their repreSéntatives and persons who are inactive OGMLrt or

participation wﬁhthemaxeﬁempotarﬂywmmand enjoined from using in conngction

with Defendants’ activities any false or deceptive designation; representation orde?wn ption

of Defendants’ or of their representatives’ activities, whether by symbols, words, dds:gns or

statements, which-would damage or injure Plaintiffs or give Défsndants an unfair

7
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!

competitive advantage or result in deception of consumers. i

F.  Defendants’ materials bearing infringing marks, the means of makmé the
counterfeit marks, and records documenting the:manufacture, sale, or receipt of thi&s
involved in such violation, in the: possession of data centers.eperaied byConhnumnEData
Centers LLC -and Burstnet Technologies; Ine:, which have been'seized pursuant to IIS. use.
§1116(d), shall be held in secure escrow by Stroz Friedberg, 1925 Century Park- A Suite:
1350, Los Angeles, CA'90067, which will ackas subistitite-cnstodian of any and all fata and

stored securely and not accessed by any party:until further erder-of this Court, ;
G.  The registries of the domains {dentified in Exhibit A to this Order (vh!e

“Registries™) shall implement the provisions of this.order in the: following fashion: }

1. For currently registered-domains; the domain nasie reg:snami
information and point of contact shall not be changed and associated WHOIS infonixaﬁon
shall not be changed;

2. Domiin natnes shill not be deleted or othierwise:made available for
e |
199.2.137.141, using name servers ns| migrosefiiniernet
ns2.microsoftinternetsafety.net.

3. Domains shail-notbetrati§férred to-atsy-other person or regm%n,
peading further osder of the court;

4.  The Registries shall assume authiority for name resolution of fomatn
names to IP address 199.2.137.141, using the name servers nsl.migrosoftinternetsate

and ns2.microsoftinternetsafety.net; i

5. Name resolution services shall not be susperded; l

6.  The Repistries and Plaintiffs shall otherwise work together i:* good.
7 to prevent Defendants from nsmg}the
Appendix A domains. :

faith to take any other reasonable steps necessar
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H.  Defendants are directed to permanently disable access to the file paths
identified in Appendix C; permanently delete or otherwise disable the content at thoise file
paths; and take all necessary stepsto ensure that such file paths are not re-enabled nor the
content recreated. Pursuant to the All Writs Act, U.S. based free website: hosting providers
of the domains set forth in Appendix C are ditected to permanently delete or othenle
disable the content at the file paths in Appendix C. §

IT IS FURTHER ORDERED, that copies of this Order, notice of the Prem}nmy
Injunction hesring sud service of the Complaint may be servediby any means authopzed by law,
including (1) by personal delivery ipon defendants who provided contact mfomam%aam the
U.S.; (2) personal delivery thivongh the Hags Convention on Service Abroad upon pcfendmns
who provided contact information ouiside the'U.S ; (3) by transmission by e-mail, electronic
messaging addresses, facsimile and mail to the known contact infofmation of Defer i and to
such contact information provided-by defesidants to the data cenfers, Internet hosting providers
and domain registrars who hosted the sofiware code associated with the IP add:esseia set forth at
Appendix B or thrangh which domairis it Appendix'A are registered: and (4) by.puialishing
notice to Defendants-on a.publicly-available Tofernet website of in newspapers *ih:thé jurisdictions.
where Defendants are believed to reside:

IT IS FURTHER ORDERED:that Plaintiffs shall post bond’ mﬁeamMPf
$300,000 as cash to-bopaid into the Court registry.

IT IS FURTHER ORDERED thut Plaintiffs shalt coivipensate the data centers,
Tntemet hosting providers andior domin registies.ad/or wébisits providers identified in
Appendices A, B and C at prevailing-rates for technical assistance reridered in lmpl}mennng
the Order.

IT IS FURTHER ORDERED thet this Order shall be implemeated with u:fe least
degree of interférénce with the normal operation of the datd centers and Intemet hosting
providers and/or domain registries ahd/or website providers idémtified in Appendioé:s AB
and C consistent with thorough and prompt implementation of this Order. |

9 .

j
;



\ Case 1:1%cv-01224-TQE-MSN Dqgument 7-19_ Filed 10/26/17 Page 11,pf 11 PagelQ¢# 523 )
Case 1:12-cv-01335-SJ-RLM Document 22 Filed 03/29/12 Page 10 of 10 PagelD #: 1607

IT IS FURTHER ORDERED, specifically with regard to the preserved 1n1ipmet
traffic to and from the servers-corresponding to the IP addresses listed in Exhibit B, éthat this
evidence shall be preserved, held in escrow and kept under seal by Stroz Friedberg, and not
accessed by any party, pending further order of this Court. E

IT IS FURTHER ORBERED, specifically with regard to the Internet traffic that is
redirected from the domains listed in Exhibit A 10 the Mierosoft-secured IP address|
199.2.137.141, using name servers nsl.microsoftinternetsafety.net and
ns2maoseﬁmwmetsafety.net, that Microsoft shall not record more than the IP addresses of

IT IS SO'ORDERED
VA
Entered this Q9 _ day of March, 2012, ( =F \\

10



