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IN THE UNITED STATES DISTRICT COURT

FOR THE EASTERN DISTRICT OF VIRGINIA

Alexandria Division

MICROSOFT CORPORATION, a
Washington coiporation, and FS-ISAC, INC.,
a Delaware corporation.

Plaintiffs,

V.

JOHN DOES 1-3 CONTROLLING A
COMPUTER BOTNET THEREBY
INJURING PLAINTIFFS AND THEIR
CUSTOMERS AND MEMBERS,

Defendants.

Civil Action No: l:15-cv-240-LMB/IDO

PRELIMINARY INJUNCTION ORDER

Plaintiffs Microsoft Corp. C*Microsof)**) and Financial Services - Information Sharing

And AnalysisCenter, Inc. ("FS-ISAC") (collectively "Plaintiffs")have filed a complaintfor

injunctiveand other relief pursuant to; (1) the Computer Fraud and Abuse Act (18 U.S.C.

§ 1030);(2) the ElectronicCommunications Privacy Act (18 U.S.C. § 2701); (3) the LanhamAct

(15 U.S.C. §§ 1114(a)(1), 1125(a),(c)); and (4) the common law of trespass,unjust enrichment

and conversion. Plaintiffsseek a preliminary injunction should not be grantedpursuant to Rule

65(b) ofthe Federal Rules ofCivil Procedure, 15 U.S.C. § 1116(a) (the Lanham Act), and 28

U.S.C. § 1651(a) (the All-Writs Act). On February 20,2015, the Court issued a temporary

restraining order and order to showcause why an injunction should not issue. Defendants have

not responded to the Court's order to show cause.
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FINDINGS OF FACT AND CONCLUSIONS OF LAW

Havingreviewed the papers, declaratioiis, exhibits,memorandum,and all other pleadings

and p^rs relevant to Plaintiffs* request for a Preliminaiy Lnjunction, the Court hereby makes

the following findings of fact and conclusions oflaw:

1. This Court hasjurisdictionover the subjectmatter of this case and there is good

cause to believe that it will havejurisdiction over all parties hereto; the Complaint states a claim

upon which reliefmay be grantedagainst DefendantsJohn Does 1-3(''Defendants**) under the

Computer Fraud and Abuse Act (18 U.S.C. § 1030),ElectronicCommunications PrivacyAct

(18 U.S.C. § 2701), the Lanham Act (15 U.S.C. §§ 1114,1125) and the common law of trespass

to chattels, unjust enrichment and conversion.

2. Defendantshave not respondedto the Court*s February20,2015 Order to Show

Cause.

3. There is good cause to believe that Defendantshave engaged in and are likely to

engage in acts or practices that violate the Computer Fraudand AbuseAct (18 U.S.C.§ 1030),

ElectronicCommunicationsPrivacyAct (18 U.S.C. § 2701), the Lanham Act (15 U.S.C. §§

1114,1125) and constitute trespass to chattels, unjust enrichmentand conversion,and that

Plaintiffs are, therefore, likely to prevail on the merits ofthis action;

4. Microsoft owns the registered trademarks "Intemet Explorer,** "Microsoft,** and

"Windows** used in connection with its services, software and products. FS-ISAC*s member

organizationshave invested in developingtheir brands, trademarks, and trade names in

associationwith the financial services they offer.

5. There is good cause to believethat, unless Defendants are restrained and enjoined

by Order of this Court, immediateand irreparablehann will result from the Defendants*

ongoingviolations. The evidence set forthin Plaintiffs* Brief in Support ofApplication fora

Temporary ResU^ining Order and Order to ShowCauseRe PreliminaiyInjunction ("TRO

Application**), and the accompanying declarations and exhibits, demonstratesthat Plaintiffsare
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likely to prevail on their claim that Defendants have engaged in violationsofthe foregoing law

by:

a. intentionally accessing andsendingmalicious software to the protected

computers and operating systems ofthe customers or associated member

organizations ofMicrosoft and FS-ISAC, without authorization or exceeding

authorization, in order to infect those computersand make them part of the

computer botnet known as the **Ranmit** botnet (the '*botnet'*);

b. sending maliciouscode to configure, deployand operate a bomet;

c. deployingcomputersand Internetdomains to establisha conomand and

control infi^tructure for a botnet;

d. using the commandand control servers and Intemet domains to actively

manage and control a botnet for illegal purposes;

e. intercepting Plaintiffs* webpages andaltering themto decq)tively induce

victims to entersensitive credentials, while falsely indicating that the

webpages are createdor approved by Plaintiff or Plaintiffs* member

organizations;

f. stealing personal and financial account information and files from computer

users; and

g. usingstoleninformation to stealmoney from the financial accounts of those

users.

6. Thereis good cause to believe that ifsuch conductcontinues, irreparable harm

willoccurto Plaintiffs, Plaintiff' customers andmember organizations, andtiiepublic. There

is good cause to believethat the Defendants will continue to engage in such unlawful actions if

not immediately resU'ained from doing so byOrderof thisCourt;

7. Thereis goodcauseto believe that immediate and irreparable damage to this

Court*s ability to grant effectivefinal reliefwill result fromthe sale, transfer,or other

disposition or concealmentby Defendants of botnet command and controlsoftwarethat is

Case 1:17-cv-01224-TSE-MSN   Document 7-29   Filed 10/26/17   Page 4 of 14 PageID# 668



Case l:15-cv-00240-LMB-IDD Document 43 Filed 03/04/15 Page 4 of 13 PagelD# 1256

hosted at and otherwise operates through the Internet domains listed in Appendix A to this

Order ('"Appendix A*') and from the destruction or concealment ofother discoverable evidence

ofDefendants* misconductavailablevia those domains, includingon user computers infected

with Ramnit, if Defendants receive advance notice ofthis action. Based on the evidence cited in

Microsoft's TRO Application and accompanying declarations and exhibits. Plaintiffs are likely

to be able to prove that:

a. Defendantsare engaged in activities that directly violate United States law

and harm Plaintiffsand the public, includingPlaintiffs* customers and

member-organizations;

b. Defendants have continued their unlawful conduct despite the clear injury to

the foregoing interests;

c. Defendants are likely to delete or to relocate the botnet conunand and control

softwareat issue in Plaintiff* TRO Application and the harmful, malicious,

and trademark infnnging software disseminated through the Internet domains

listed in Appendix A;

d. Defendantsare likely to issuea "kill** command to computers infectedwith

Ramnitbotnetmalware, thereby damaging themirreparably and making any

evidence on them irretrievable; and

e. Defendants are likely to warn their associates engaged in such activities if

informed ofPlaintiff* action.

8. Plaintiff* request for this preliminary injunction is not the resultofany lackof

diligenceon Plaintiffs* part, but insteadbaseduponthe natureof Defendants* unlawfulconduct

Therefore, in accordance with Fed. R. Civ. P. 65(b), 15 U.S.C. § 1116(a) and 28 U.S.C. §

1651(a),good cause and the interestofjustice require that this Order be Granted;

9. There is good cause to believe that Defendants have specifically directed their

activities to computers ofPlaintiffs* customersand memberorganizations located in the Eastern

District ofVu^inia, have engaged in illegal activity using the Internet domains identified in
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Appendix A to this Orderby directing malicious botnetcode and contentto saidcomputers of

Plaintiff* customers and memberoisanizations, to further perpetrate their fraud on Plaintiffs*

customers and memberorganizations. Thereis goodcauseto believe that Defendants have

directedsaid malicious botnet codeand contentthrough certain instrumentalities - specifically

the domain registration facilities of the domain registriesidentified in AppendixA.

10. There is good cause to believe that Defendants have engaged in illegal activity by

using the domainregistration facilitiesof the domain registries identified in AppendixA to

register the Internet domains identified in Appendix A, so as to deliver from those domains the

malicious botnet code, content, and commands that Defendants use to maintain and operate the

botnet to the computersofPlaintiffs* customersand memberorganizations,and to receive the

informationstolen from those computers.

11. There is good cause to believe that Defendants have engaged in illegal activity by

using deceptiveand fake methods to steal computerusers* login and/or financial account

credentials and to use such credentials to steal funds from such users.

12. There is goodcause to believethat to immediately halt the injurycausedby

Defendants, Defendants mustbe prohibited from sending malicious bometcode,contentand

conmiands from the Internet domains identified in Appendix A to computers of Plaintiffs*

customers.

13. There is good cause to believe that Defendants have engaged in illegal activity

using the Intemetdomains identified in Appendix A to host the command and controlsoftware

and content used to maintainand operate the botoet. There is good cause to believe that to

immediately halt the injurycaused by Defendants, eachofDefendants* currentand prospective

domains set forth in Appendix A must be immediately redirectedto the Microsoft-secured

name-servers namedNSl 1.microsoftintemetsafety.net and NS12.microsoftintemetsafety.net,

thus making theminaccessible to Defendants for command and control purposes.

14. There is good causeto believe that Defendants will routinely updatethe Intemet

domains associated with the Ramnit Botnet, andthat Plaintiff may identify and update the
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domains listed in Appendix A as maybe reasonably necessary to account foradditional Internet

domains associated withthe Ramnit Botnet, as thiscaseproceeds.

15. There is good cause to permit notice of the instant Order and service of the

Summons,Complaint* and all other pleadingsby fomial and alternativemeans, given the

exigencyofthe circumstances and the need forprompt relief The following meansofservice

are authorizedby law, satisfy Due Process, and satisfy Fed. R. Civ. P. 4(0(3) and are reasonably

calculated to notify Defendantsofthe instant order, the PreliminaryInjunctionhearing and of

this action: (1) by personal deliveryupon Defendantswho providedaccurate contact

information in the U.S., ifany, (2)personal delivery through the HagueConvention on Service

Abroad or similar treatiesupon defendantswho providedaccurate contact informationin

foreigncountriesthat are signatoryto such treaties, if any, (3) transmission by email, facsimile,

mail and/or personal delivery to the contact informationprovided by Defendants to their domain

registrars and hostingcompanies and as agreedto by Defendants in their domain registration

and/orhosting agreements, (4) publishing noticeon a publiclyavailable Internetwebsiteand/or

in newspapers in the conununities whereDefendants are believed to reside.

PRELIMINARY INJUNCTION

IT IS THEREFORE ORDERED that. Defendants,their representatives and persons

who are in activeconcertor participation withthem are temporarily restrained and enjoined

from: (1) intentionally accessingand sendingmalicious softwareor code to Plaintiffs and the

protected computers andoperating systems of Plaintiffs' customers andassociated member

organizations, withoutauthorization, in orderto infect thosecomputers and makethempart of

any bomet,(2) sendingmalicious code to configure, deployand operatea botnet, (3) intercepting

and altering Plaintiff webpages such that they falsely indicate that they are associated with or

approvedby Plaintiffsor Plaintiffs* member organizations; (4) configuring,deploying,

operating,or otherwise participatingin or facilitating the bomet describedin the TRO

Application, including but not limited to the command and control software hosted at and

operating through the Internet domainsset forth in AppendixA and through any other
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componentor element of the bomet in any location;(S) stealing infomiation, money,or property

from Plaintiff, Plaintiff* customers,or Plaintiff' member organizations; (6) misappropriating

that which rightfully belongs to Plaintiffs, their customers, or their associated member

organizations or in which Plaintiffs, their customers, or their associated member organizations

has a proprietary interest; or (7) undertaking any similar activity that inflicts harm on Plaintiffs,

Plaintiffs' customers or member associations, or the public.

IT IS FURTHER ORDERED that, Defendants, their representatives and persons who

are in active concert or participationwith them are temporarilyrestrainedand enjoined from(1)

using and infnnging Microsoft's trademarks, including specifically Microsoft's registered

trademaiks "Internet Explorer,** '̂ Microsoft** or '̂ Windows,** bearing registration numbers

2872708,2463526 and 2277112; the trademarks offinancial mstitution members ofFS-ISAC

and/or other trademaiks, trade names, service maiks, or Internet Domain addresses or names; (2)

using in connection with Defendants* activities, productsor servicesany falseor deceptive

designation, representation or description of Defendants* or oftheir activities, whetherby

symbols, words, designs or statements,whichwould damageor injure Plaintiffsor their member

organizations or give Defendants an unfair competitive advantage or result in deception of

consumers; or (3) actingin any othermannerwhichsuggests in any way that Defendants*

activities,products or services come from or are somehow sponsoredby or affiliated with

Plaintiffs, or passingoff Defendants* activities, products or services as Plaintiffs* or their

member organizations.

IT IS FURTHER ORDERED that, with respect to any currently reeis/ered Intemet

domains set forth m AppendixA, the domainregistries located in the United States shall take the

following actions:

A. Maintain unchanged the WHOIS or similar contact and identifying information as

ofthe time of receipt of this Order and maintain the domainswith the current registrar;

B. The domains shall remain active and continue to resolve in the manner set forth in

this Order;
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C. Prevent transfer or modification of the domains by Defendants or third parties at

the registrar;

D. The domains shall be redirectedto secure servers by changing the authoritative

name servers to NS11.microsoltintemetsafety.net and NS12.microsoftintemetsafety.net and, as

may be necessary, the IP address associated with name server or taking other reasonable steps to

work with Microsoft to ensure the redirection of the domains and to ensure that Defendants

cannot use them to control the botnet.

E. Take all steps required to propagate to the foregoing changes through the DNS,

including domain registrars;

F. Preserveall evidence that may be used to identify the Defendantsusing the

domains.

IT IS FURTHER ORDERED that, with respect to any domains set forth in Appendix A

that are currently unregistered, the domain registriesand registrars located in the United States

shall take the followingactions:

A. Transfer the domains to the control of Microsoft, such that Microsoft is the

registrant with control over hosting and administration ofthe domains. Domainsshould be

transferred to Microsoft's account at the sponsoring registrar MarkMonitor.

B. The WHOISregistrant,administrative, billingand technicalcontact and

identifying information should be the following;

Domain Administrator

Microsoft Corporation
One Microsoft Way
Redmond, WA 98052
United States

Phone: +1.4258828080

Facsimile: +1.4259367329

domains@microsoft.com

C. The domains shall be made active and shall resolve in the manner set forth in this

order or as otherwise specified by Microsoft.

D. The domains shall be assigned the authoritative name servers
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NSl 1.microsoflintemetsafety.netand NS12.microsoftintemetsafety.net and, as may be

necessary, the IP address associated with name servers or taking such other reasonable steps to

work with Microsoft to ensure that the domains and subdomains are put within Microsoft's

control, and to ensure that Defendants cannot use them to control the bomet.

IT IS FURTHER ORDERED that copies of this Order and all other pleadings and

documents in this action may be served by any means authorized by law, including (1) by

personal delivery upon Defendants who provided accurate contact information in the U.S., if

any; (2) personal delivery through the Hague Convention on Service Abroad or similar treaties

upon defendants who provided accurate contact information in foreign countries that are

signatory to such treaties, if any, (3) transmission by email, facsimile, mail and/or personal

delivery to the contact information provided by Defendants to their domain registrars and/or

hosting companies and as agreed to by Defendants in their domain registration and/or hosting

agreements, (4) publishing notice on a publicly available Intemet website and/or in newspapers

in the communities where Defendants are believed to reside.

IT IS FURTHER ORDERED that Plaintiffsmay identifyand update the domains in

Appendix A to this Order as may be reasonably necessary to account for additional Intemet

domains associated with the Ranmit Botnet, as this case proceeds.

IT IS SO ORDERED

Entered this _j( day ofMarch, 2015

Leonie M. Brink^a
United States District Judge
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APPENDIX A

REGISTRYFOR .COMDOMAINS

Verisign Naming Services
21345 Ridgetop Circle
4th Floor

Dulles, Virgima 20165
United States

Verisign Global Registry Services
12061 BluemontWay
Reston Virginia 20190
United States

CURRENTLYREGISTERED .COMDOMAINS

anxsmqyfy.com
campbrusderapp.com
jhghrlufohxom
khllpmpmare.com
knpqxlxcwtlvgrdyhd.com
nvlyhua.com
ppyblaohb.com
riaaiysk.com
santabellasedra.com
tqjhvylf.com
vmdmdrdijofr.com
egopuefrdsefc.com
vfipojablskkqrx.com
fycecyuksgj&y.com

DEFENDANTS JOHNDOES1-3 CONTACTINFORMATION

caewoodydr@uymail.com
campmorgenapp@arcticmail.com
carmiller@mail.com
redswoodster@engineer.com
gromsmoothe@arcticmail.com
egopuefrdsefc.com@domainsbyproxy.com
vfipojablskkqrx.com@domainsbyproxy.com
fycecyuksgjficy.com@domainsbyproxy.com.

UNREGISTERED.COMBACKUPDOMAINS GENERATED BYBOTNET

acuhjbadvnmhthwnbcv.com apkdwbwdpickk.com
advvpbrtyw.com aprocqhqmmklcom
aflgqgddfi.com asdldoqoolcgm.com
apbhwiohxqbvoxlumdh.com aufdlo^xlqoxxlepp.com
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avxvatwiiixwbyiepwmwo.com
ayketyjlsaeu.com
bltolwbwychlyt.com
bmaucdrQsmiilLcom
bmjjksysowdwmoy.com
bmjvrxrqpkiwdrdv.com
bpiwebgqddyvgcnjgh.com
briujbxmkjeusvsh'bi.com
bseboouatanfddgbrdv.com
bvqdvfihwiiaja.com
cbxyvixewvhixhkadfg.com
ccylbclg.com
cgwootylkoyxe.com
cjagpjgd.com
ckgvnbwdywbxvhik.com
clkcdjjmyylwib.com
cqvylephudwsuqjhge.com
croxxnrtvrqt.com
cuhbjlgw.com
cyanlvwkuatvmw.com
dbygksqtu.com
dfalxqubjhl.com
diVxuvljbykia.com
dhfejwhoj.com
dledwgrxiiqspx.com
dnqjposxrclhqpIwli.com
duhjqituiokycypi.com
dwbdecmppklvbevQ'q.com
dwksmbrq.com
dxktegertgbgeeoi.com
dxxteubknwecsdutlp.com
eabcbraobohxb.com

ebrfoyrs.com
ecsgmpariu.com
edvxemrsvvycwt.com
eipvatwwexl.com
ejfrcfwdbsaahtdt.com
emlxeyirx.com
emxwjwdcb.com
er8bvvdxamjotwpm.com
etjdsnjpvb.com
euvyalbkwahxxjn.com
evrlsscrxvmd.com
exmfhgyv.com
eywpstmcwwvsjjtifcom
facmttijcdq.com

fgcdhqgcdomle.com
fijdmkqvrahngorinlc.com
fkcfkcygpldjcr.com
fmdjnmskmjhjq.com
fmjboahxkasxdl.com
finqegimr.com
fsxgwfwychumrgnnhwo.com
fuogcmhewqer.com
fvkcrcflhy.com
fxngienbgebck.com
gaqqerty.com
gbcpynphvropsyu.com
gdekatkijihi.com
gmsxrgagrfgivh.com
gqnoupteuivrwte.com
grbfh^ej.com
gtiswnukb.com
guifymdmxj.com
gunqwxgyrl.com
gwmjxjueqme.com
gwnppapgwhntidegx.com
hajqfvvqjkkaejwi.com
hjatoduyebf.com
hjvlshecwshpficwfl.com
hllcololi.com

hllnakmxmgoyh.com
hlrsxjdakvl.com
hoeqosqeicddv.com
hqskceeltysbbnc.com
hvkbcvhkm&dgd.com
hvyQjqdlwhnbpaa.com
hwruujnk.com
ibvtknxochoyjidm.com
icqxkusbfdwhy.com
ifbomanec.com

ijfwbyvcirepgd.com
ikkjjgbqgts.com
ilpvipxi^auqaxyq.com
imvfakaudq.com
iqhafgpvsQ.com
ixwnsfmyg.com
iylelocQsj.com
jherklijcsloepd.com
jhfykbugtthmdkgga.com
jhrqfhrlpyvo.com
ijdvasey.com
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jkgvbneenmrbklortr.com muabyljiutasgqjedl.com
jkyyolccxfy.com mxgainbmtvariv.com
jmesibwtcjev.com myhyfipuoh.com
jmmurxytovegsxid.com myqeiikelfk.com
jnjjlojgnvxesr.com nbkqygsfm.com
jvmckcospyqedcsjny.com nfbodxdevgpjba.com
jycxmcdof.com nfqhufvxyssyda.com
jymqfxgwfhyns.com nglqogrfa.com
kavl^jdndsk.com nhc^wpsasnaar.com
kcilhmepervm.com nqgsmibkwvnifdyostcom
kdjsnsre.com nqnyteqxqgqohvco.com
kdkdpwqi.com ntikqcjtehpvih.com
kjpsjoxqsutgewlrah.com nvgmdyabspq.com
kuwkdqstblavept.com nwuqfobauuwsyuppii.com
kvcovjipsb.com nxhdmugxeiht.com
kvfkficakmqoof.com nxlakdliamyuejsss.com
kynknfyngi^o.com nxxuwtws.com

l^khoopsmkbmenau.com ocvqccdhenkjs.com
labxpyvjtwuiijwghie.com odcenmflmwibhrftocxy.com
lcqavndroo.com oexdjxjdoiphnxfybbm.com
lehmgspxp.com ogfavxwxus.com
liedjckipkehqxwtdl.com ogmwrgryk.com
llgnygbqhv.com okfatclblpl.com
llurxdkpkbvjx.com ootuuujaep.com
lorwmtrf.com optiidevdabtlewjd.com
lpivbutq.com otdvlbjeucwyqkfbn.com
lpvdauemfexnvoyh.com ovhlfqcpfxoyjgjb.com
lsvnoumbqcsjl.com ovtindng.com
ltipfybf.com ovypjimjcnvwwooiamj.com
luvTqdhavhxcbtc.com owerubvhcinavarinm.com

lvqd^qhficlsglkf.com oyuqibrjowbfinvj.com
lvrjjmbdtfapwev.com oyxmxbsppuucbttwm.com
lwng^wijlvyagmu.com pacfrcnx.com
lybfiir^cdkbbqr.com pbdlsfkjixclqjo.com
lyfiposyknpigp.com pgnpuktvbnmiybjsv.com
lyvxrtpkchmddb.com pgtujjyovgffyf^.com
lyxbotuappfreadkflc.com pnfhkahiocdseewyen.com
mbpnjenhxgcimx.com ppvmfkbarbnlm.com
mchpmdywgs.com ptvaolhg.com
mfiukqngqorgbxbnsc.com pxjjwmhbnptbsvhuq.com
mhuvivlyndmsx.com qdboaveuhwabhwik.com
mioqhqvmduqicvoey.com qglhlsyskvufb.com
mkdnthyiqlq.com qhnhlgmfepeuelxtpkv.com
mktxegrucbkv.com qiisbgyqkrokokwrbq.com
mlgdwljfinnkt.com qnyyiriituautt.com
mqojcxmnnxy.com qpfrvbstn.com
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qtyvbditfginkxqjrik.com vffamysgsfsodw.com
qvbeijspofqsxdiir.com vilapacdnnodhsehneh.com
qwmqyrcvkseynvigdnv.com vlglwuyqoxjn.com
qxqkdvwayhengjqm.com vpwxxqwcnvdrxpc.com
qyuylvjwh.com vrvfonqdkQo.com
repliinjqssbmf.com vwlcnujosuovul.com
rgrtvwsmalhmx.com wacwpxqx.com

rijfttotkuysyfh.com wehtwbqu.com
ijbejalpcsghdm.com wgvml^gec.com
nndmqetbpbpgpufhql.com wjpsxawqxomokepfbw.com
rmjkunxkbcrsltbc.com wknQeopkdj.com
rrewytfucjjylju.com wldlrwlygck.com
rwc(lljyemxplouuQvd.com wnftxxhnwiugtvwyo.com
sblbtuqtiavvtrkra.com wvmmvpbkjrds.com
sbpvpkuwoxevjiy.com wxkeo|jdshd.com
sc&vdhnfbgfcom wxxnufbeacmrtdam.com

sdjvmbngpgwnpdj.com xbjersli.com
shnlojyte^lty^e.com xcpvexsyqjsf.com
slvmktdpxdd.com xdtfqohfbskcgxameg.com
smisifkilkyccnlk.com xdyowsheht.com
snpryjitnos.com xinjlpllrcosfqsfcom
sijkrxvxmkuql.com xktepjxakoyq.com
srvmkdeaerccafrs.com xlqaburwns.com
ssclrhiimfeodm.com xmlonthptunynnxf.com
sthspflawbhacxp.com xnttexmtc.com

tbajypaiecloxihf.com xoqxabqb.com
tjslktadkjklb.com xrtgqevawtlmulghjj.com
tnqtdfodepctna.com xsmympdmnacrqxkdb.com
todyennhm.com xtbwxayxxvqpspo.com
twwrktawwgpito.com xuajockq.com
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