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CLtH^ U.S. DISTRICT COUrlT
ALEXANDRIA.VIRGINIA

IN THE UNITED STATES DISTRICT COURT
FORTEDBEASTERN DISTRICT OF VIRGINIA

Alexandria Division

MICROSOFT CORPORATION, a
Washingtoncoiporation.

Plaintiff

V.

JOHN DOES 1-2 CONTROLLING A
COMPUTER NETWORK AND THEREBY
INJURING PLAINTIFF AND ITS
CUSTOMERS

Defendants.

/'illi AliG - 3 A & U0

ci7rKi:^

Civil Action No: \ ^I

FILED UNDER SEAL PURSUANT TO
LOCAL RULE 5

EXPARTE TEMPORARY RESTRAINING ORDER AND

ORDER TO SHOW CAUSE RE PRELIMINARV INJUNCTION

PlaintiffMioosoft Corp. CMicrosofT) has filed a complaint for injunctive and other

reliefpursuant to: (1) iheComputer Fraud and Abuse Act(18 U.S.C. § 1030); (2) dieElectronic

Communications Privacy Act(18U.S.C. §2701); (3) theLanham Act (15 U.S.C. §§1114(a)(1),

1125(a), (c)); (4)theAnticybersquatting Consumer Protection Act(15U.S.C. § 1125(d)); and(5)

thecommon law of trespass, unjust enridmient and conversion. Microsoft hasmoved exparte

foranemergency temporary restraining order andanorderto show cause whya preliminary

iijunctionshould notbe granted pursuant to Rule65(b) ofthe Federal Rules ofCivilProcedure,

15U.S.C. § 1116(a)(the Lanham Act), and 28 U.S.C. § 1651(a)(the All-Writs Act).

FINDINGS OF FACT AND CONCLUSIONS OF LAW

Having reviewed thepapers, declarations, exhibits, andmemorandum filedin support of

Microsoft's Applicationfor an EmergencyTemporaryRestraining Order, the Court h^by

makes the following findings of&ct and conclusions oflaw:
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1. This Court has jurisdiction over the subject matter ofthis case and there isgood

cause to believe that itwill have jurisdiction over all parties hereto; the Complaint states aclaim

upon wMdli reliefmay be granted against Defendants John Doe 1and 2("Defradants**) und^

the Computer Fraud and Abuse Act (18 U.S.C. § 1030), ElectrcMiic Communications Privacy

Act(18U.S.C.§2701),theLanhamAct(15U.S.C. §§ 1114,1125), the Anticybersquatting

Consume Protection Act (15 U.S.C. § 1125(d)), and the common law oftre^ass tochattels,

unjust ^chment and conversion.

2. There is goodcause to believe thatDefendants haveengaged in andarelikely to

engage inacts orpractices tiiat violate theComputer Fraud and Abuse Act (18 U.S.C. § 1030),

Electronic Communications Privacy Act(18 U.S.C. § 2701), theLanham Act(15U.S.C. §§

1114,1125), Anticybersquatting Consumer Protection Act (15 U.S.C. § 1125(d)) and constitute

trespass tochattels, unjust ^chment and conversion, and that Microsoft is,therefore, likely to

prevailon the meritsofthis action;

3. Microsoft ownsthe registered trademarics '̂ Microsoft," **Intemet Explorer,**

**Outlook,** **Hotinail** and **Ond>rive** usedin connection with its s^ces, softwareand

products.

4. There is good cause to believe that, unless Defendants arerestrained and enjoined

by OrderofthisCourt, immediate and irreparable harm will resultfrom theDefendants*

ongoing violations. Theevidoice set forth in Microsoft's Briefin Support ofApplication fora

Temporary Restraining Order,SeizureOrderand Orderto ShowCauseRe Preliminary

Injunction (*TRO Application'*), and the accompanying declarations and exhibits, demonstrates

thatMicrosoft is likely to prevail on its claim thatDefendants haveengaged in violations of the

foregoing law by:

a. intentionallyaccessing and sendingmalicious software, code, and instructions

to the protectedcomputers, operating systems,and computernetworks of

Microsoft and the customers ofMicrosoft, without authorization or exceeding

authorisation, in order to
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i. infect those computers and computer networks with malicious code and

thereby gain control over those computers and computer networks;

ii. attackandcompromise the security of thosecomputers and computer

networks byconducting remote reconnaissance, stealing authentication

credentials, monitoring theactivities of users, andusingother

instrumentalities ofdieft;

iii. steal and exfiltrate informationfiom those computersand computer

netwoiks;

b. deploying computers andInternet domains toestablish a command and

control infrastructure by which means Defendants conduct illegalactivities,

including attacks on computers andnetworks, monitoring of theactivities of

users, and the theft ofinformation;

c. corrupting the Microsoft'soperating systemand applications on victims*

computers and netwoiks, thereby using them to monitor tiie activitiesofusers

and steal information from them;

5. Thereis goodcauseto believethat ifsuchconductcontinues, irreparable harm

will occurto Microsoft, Microsoft'scustomers, and the public. There is goodcauseto believe

that the Defendantswill continue to engage in such unlawful actions ifnot immediately

restrained from doing so by Orderofthis Court;

6. There is good cause to believe that inunediate and irreparable damage to this

Court's ability to grant effective final relief will result from the sale, transfer, or other

disposition or conceahnent by Defendants ofcommand and controlsoftwarethat is hostedat

andotherwise operates through theInternet domains listed uiAppendix A to this Order

("Appendix A'*) and from the destruction or conceahnent ofother discover^le evidence of

D^ndants* misconduct availablevia thosedomains, includingon user computers infected by

Defendants, ifDefoidants receive advance notice ofthis action. Based on the evidence cited in

Microsoft's TROApplication and accompanying declarations andexhibits, Microsoft is likely
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to be able to prove that:

a. Defendants areengaged inactivities thatdirectly violate United States law

andharmMicrosoft andthepublic, incliKling Microsoft's customers;

b. Defendantshave continuedtheir unlawful conduct despite the clear mjury to

the foregoing interests;

c. Defendants arelikelytodelete or to relocate thecommand andcontrol

software at issuein Microsoft's TRO Application andtiieharmful and

malicious software disseminated through the Internet domains listedin

Appendix A,therd)ypermitting th^ to continue his illegal acts; and

7. Microsoft's request for this emergency exparte reliefis nottheresult of anylack

of diligence onMicrosoft's part, butinstead based upon the nature of Defendants* unlawful

conduct Therefore, in accordance with Fed. R. Civ. P. 6S(b), 15U.S.C. § 1116(a) and28

U.S.C. § 1651(a), good cause andthe interest ofjustice require thatthisOrderbe Granted

widiout prior notice toDefendants, and accordingly, Microsoft is relieved oftheduty toprovide

Defendantswith prior notice ofMicrosoft's motion;

8. Thoe is goodcauseto believethat De^dants havespecifically directed their

activities to computers of Microsoft's customers located in theEastern District of Virginia, have

engaged in illegal activity usingthe Intemetdomains idaitified in Appendix A to thisOrderby

directing malicious codeandcontentto saidcomputers ofMicrosoft'scustomers, to further

perpetrate their illegalconductvictimizing Microsoft'scustomers. There is goodcauseto

believe that Defendants have directed said malicious code and content through certain

instrumentalities - specifically the domainsand thedomainregistration facilities ofthedomain

registriesidentifiedin AppendixA.

9. There is good cause to believe that Defendantshave engagedin illegal activity by

using the domainregistration fecilitiesofthe domainregistries identified in AppendixA to

register the Intemet domains identified in AppendixA, so as to delivorfixim those domains the

malicious code, content, and commands that Defendants use to access Microsoft's services
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without authorizationand to infect and compromisethe computeis ofMicrosoft's customers,

and to receive the information stolen fixnn those computers.

10. There is goodcauseto believe thatDefendants haveengaged in illegal activity by

using deceptive and fake methods tosteal computer users* login and/or account credentials and

to use such credentials for illegal purposes.

11. There is goodcause to believe thatto immediately halttheinjury caused by

Defendants, Defendants mustbe prohibited fiomaccessing Microsoft's services without

authorization and prohibited fiom siding malicious code, content and commands fiom the

Internet domains identified in Af^iendix A to the computers of Microsoft's customers.

12. There is good cause to believe thatDefendants have engaged in illegal activity

using dieIntern^ domains identified in Appendix Atohost die command and control software

and content used to infect and compromise thecomputers and netwoiks of Microsoft's

customos and to stealinformation fiom them. Thereis goodcauseto believethat to

immediatdy halt dieinjury caused byDefendants, each ofDefendants' current and prospective

domains setfordi inAppendix Amust beimmediately redirected todieMicrosoft-secured

name-servers namedNS149.microsoftintemetsafety.net andNSlSO.microsoftintemetsafety.net,

thus makingtheminaccessible to Defendants for command and controlpurposes.

13. There isgood cause tobelieve that toimmediately halt the injury, the execution of

this Oldershouldbe carriedout in a coordinated mannerby Microsoft and by the domain

registries identified in Appendix A onsudi dateand timewithin tendaysof thisOrder asmay

be reasonably requested by Microsoft.

14. There is goodcauseto believe that Defendants maychange the Intonet domains

that theyuse to conduct illegalactivities, and that Microsoft may identifyand updatethe

domains listed inAppendix Aasmaybereasonably necessary to account foradditional Internet

domainsassociatedwith the Defendantsjust prior to the execution ofthis Order and within a

reasonable time thereafter should Defendants attempt to evade and defy this Order.

15. There is good cause to permit notice ofthe instant Order, notice ofthe
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Preliminary Injuncticm hearing and service of tiie Complaint byformal and alternative means,

given the exigoicyofthe circumstances and the need for prompt relief. The following means of

service areauthorized bylaw, satisfy Due Process, and satisfy Fed. R. Civ. P.4(f)(3) and are

reasonably calculated tonotify Defendants ofthe instant order, thePreliminary Injunction

hearing and ofthis action: (1) transmission byemail, &csimile, mail and/or personal delivery to

thecontact information provided byDef<mdants toDefiaidants* domain registrars and hosting

companies and asagreed tobyDefendants inDefendants* domain registration and/or hosting

agreemoits, (2) publishing notice onapublicly available Internet website, (3) bypersonal

delivery upon Defendants, tothe ext^ Def^dants provided accurate contact information inthe

U.S.; (4) personal delivery through the Hague Convention onService Abroad orsimilar treaties

i^nDefendants, to theextent Defendants provided accurate contact information in foreign

countriesthat are signatory to such treaties.

TEMPORARY RESTRAINING ORDER AND ORDER TO SHOW CAUSE

rr IS THEREFORE ORDERED that, Defendants, Defendants' representatives, and

persons who areinactive concert orparticipation with Defendants, aretemporarily restrained

andenjoined from: (1)intentionally accessing andsending malicious software or code to

Miax)soft andtheprotected computers andoperating systems of Microsoft andMicrosoft's

customers, without authorization, in orderto infectthose computers; (2) intentionally attacking

and compromising computers or computer networks ofMicrosoft or Microsoft's customers, to

monitor the activities ofdie owners or users ofthosecomputers or computer networks, and to

stealinformation ftom thosecomputers or networks; (3) configuring, deploying, operating, or

o&erwise participating in or fedlitatinga command andcontrol infrastructure described in the

TRO Application, incliidingbut not limited to the commandand control softwarehosted at and

operating throu^ the Internet domains set forth in Appendix A and through any other

component or element of the command and control infrastructure at any location; (4) stealing

informationfrom Nficrosoft'scustomers; (5) misappropriatingthat which ri^tfuUy belongs to

Microsoft, its customers, or in which Microsoft or itscustomers havea proprietary interest; (6)
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downloading or offering to download additional malicious software onto thecomputers of

Microsoft's customers; or (7) undertaking anysinularactivity that inflicts harm on Microsoft,

Microsoft's customs, or the public.

rr IS FURTHER ORDERED that, Defendants, Defendants' representatives, and

persons who areinactive concert orparticipation with Defendants aretemporarily restrained and

enjoined ftom(1)usingandinfringing Microsoft's trademarks, including specifically

Microsoft's registered trademark ''Microsoft," bearing registration number 2872708,**Windows,"

bearingregistration number 2463S26,**Intemet Explorer," bearingregistration number

0861311,**Outiook,'' bearing registration number 4255129,"Hotmail," bearing registration

number 216S601,**OneDrive," bearing registration number 4941897, and/or othertrademarks,

trade names, service marks, or Intemet Domain addresses or names; (2)using inconnection with

Defendants' activities, products, orservices any false ordeceptive designation, representation or

description ofDefendants or of theiractivities, wh^e- by symbols, words, designs or

statemoots, whidiwould damage or injure Mia:osoft orgiveDefendants anunfeir competitive

advantage or result indecqition ofconsumers; or (3) acting in any other manner which suggests

in any waythat Defendants' activities, products orservices come from oraresomehow

sponsored byoraffiliated with Microsoft, orpassing offDefendants' activities, products or

services as Microsoft's.

IT IS FURTHERORDEREDthat, withrespect to anycunrently registered Intemet

domains setferth inAppendix A,thedomain registries located intheUnited States shall take the

following actions:

A. Maintain unchanged the WHOIS or similar contact andidentifying information as

ofthe time ofreceiptofthis Orderand maintainthe domains with the currentregistrar;

B. The domains shall remain active and continue to resolve in the manner set forfti in

this Order;

C. Prevent transfer or modificationofthe domains by Defendantsor third parties at

the registrar;
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D. The domains shall betedirected to secure servers bychanging (he authoritative

namft servos toNS149.niicro8oftintenietsafety.n^ and NS150.niicrosoftintemetsafety.net and,

as may be necessary, the IP address assodated with name server or taking other reasonable steps

towodc with Microsoft tooisure the redirection ofthe domains and toensure that Defendants

cannot use them tomake unauthorized access tocomputers, infect computers, compromise

computers and computer networks, monitor the owners and users ofcomputers and computer

networks, or steal information ftomthem;

E. Take all steps required to propagate to the forgoing changes through die Domain

Name System C^DNS"), including domain registrars;

F. Preserve allevidence thatmaybeused to identify theDefendants using the

G. Refrain from providing any notice orwarning to, orcommunicating inany way

with Defendants orDefendants* repres^itatives and refrain from publicizing this Order until this

Order isexecuted infrill, exc^t asnecessary tocommunicate with domain registrars and

registriesto executethis order.

rr IS FURTHER ORDERED thatcopies ofthisOrder, notice of thePreliminaty

Injunction heating and service ofthe Complaint maybe served by any means authorized by law,

including (1) transmission byemail, fecsimile, mail and/or personal delivery todiecontact

infimnation provided byDefendants toDefendants* domain registrars and/or hosting companies

andasagreed toby Defendants in thedraiainregistration and/or hosting agreements, (2)

publishing notice ona publicly available Internet wdisite, (3)by personal delivery upon

Defendants, to theextent Defendants provided accurate contact inft>tmation in theU.S.; (4)

personaldelivery throughthe HagueConvention on Sovice Abroador similartreatiesupon

Defaidants,to theext^t Defendants provided accurate contactinformation in foreign countries

that are signatory to such treaties.

rr IS FURTHER ORDERED, pursuant to Federal Rule ofCivil Procedure 65(b)

thattheDefendants diallappear before this Court on at 10 '* DO to ^ow
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cause, if there is any, why thisCourt should notenter a Preliminary Injunction, pending final

ruling ontheComplaint against theDefendants, enjoining Defendants firom theconduct

temporarily restrained by thepreceding provisions of thisOrder.

rr IS FURTHER ORDERED thatMicrosoft shall postbond in theamount of
A

$100,000to be paid into the Court registry.

rr IS FURTHER ORDEREDthat Microsoft mayidentify andupdatethe domains

inAppendix Atothis Order asmay bereasonably necessary toaccount for additional

Internet domains associated withdieDefendants* illegal conduct just priortoor widiin a

reasonable time after the execution ofthis Order.

rr IS FURTHER ORDERED that the Defendants shall file with the Court and

s^e on Microsoft'scounselany answering affidavits, pleadings, motions, ^p^ r^orts or

declarations and/or legal memoranda no laterthanone(1)dayspriorto thehearing on

Microsoft'srequestfor a preliminary injunction.

M
«« Gerald Bruce Learr IS SO ORDERED United States District Judge

Entered this S^dav ofAugust, 2016
UNITED STATES DISTRICT JUDGE
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.ORG DOMAINS

Reeistrv

Public Interest Registry (PIR)
1775 Wiehle Avenae
Snite 200

Reston Virginia 20190
United States

APPENDIX A

inteliiitdhgBnce.org pe(krist@my8d£com
Pet

Kristens

SPAin

Madrid

Madrid

6251

es

oatlook-security.org k.pavuls@yahoo.com
Kiisten Pavuls

Not Acceptable
Haiju Road S6
Tallm

Harjumaa
15169

•

ee

iniaK>softseciirqx)ticy.org ottis.davis@opemnailbox.org
Ottis Davis

N/A

Madrid

Madrid
Europe
133512

es

fireeyestatistic.org luishropson@mail.com
luish

N/A

fiance

paris
Paris

none

fr

adobestatistic.org tatsuoiescfa@opeDmailbox.org
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Tatsuo Lesch
Bratislava

Bratislava

Bratislavslqtoj
21343

sk

•COM. JBET DOMAINS

Xadsm

VeriSigD, Inc.
VeriSi^ InfomiatkHi Services, Inc.
12061 Bluenumt Way
Reston Virginia 20190
United States

actblues.com contact@ptivacypn>tectoig
Domain Admin

Privacy Protection Service INC d/b/a PrivacyProtectorg
C/OID#10760, PO Box 16Note - Visit PrivacyProtectorg to contacttiie
domainownei/operator Note - Visit PrivacyProtectorgto contacttiie
domain owner/operator
Nobby Beach
Queensland
QLD4218
au

akamaitechupdate.com guiromolly@maiLcom
guiro
molly
sanjose
cr

dvsservice.com fetnando201 l@postcom
fonando
N/A
Victoria

Victoria

Victoria
none

au

&stcontedLcom contact@privacyprotectorg
Domain Admin

Privacy Protection Service INCd/b/aPrivacj^tectorg
C/O ID#10760, PO Box 16 Note - Visit Privac^^tectorg to contact the
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domam owner/operator Note - Visit PrivacyPiotectoi^ tocontact the
domain owner/operator
Nobby Beach
Queensland
QLD4218
au

intelsupportcenter.com fista:boks@email.com
Kerry
N/A

Sweden

Kronob^g
KronobergelAPn
5216FH

se

inicrosoftcoipstatistic.Gom weldLebony@opemnailbox.orB
Wdch

Ebony
Madrid

Madrid

Madrid

21451

es

microsoddcceater.ooni oontact^irivacyprotectorg
Domain Admin

PrivacyProtection ServiceINC d/b/a PrivacyProtectoig
C/O ID#10760, PO Box 16Note - Visit PrivacyProtectoig to contact the
domainowner/operator Note - Visit PrivacyProtectoigto contactthe
domain owner/operator
NobbyBeadi
Queensland
QLD4218
au

msmodule.com contact@privacypiotectorg
Domain Admin
Privacy Protection ServiceINC d/b/a PrivacyProtectoig
C/O ID#10760, PO Box 16 Note - Visit PrivacyProtectoig to contact the
domain owno/opeiator Note - Visit Privacj^otectorg to contact the
domain own^/op^ator
Nobby Beach
Queensland
QLD4218
au

notificatioiistatus.com MEELMAN@MAIL.COM
DANIEL MEELMAN
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HOME
GULLMARSVAGEN 4,JOHANNESHOV
STCX^KHOIM
JOHANNESHOV

12140

se

oi^drivemicrosoftcom fiiedmaiisur@mail.coiii
FiedMansur

Mailinc
2 E 55th St, NY 10022
NewYoik

ComiectiGut

221002200

us

rsshotmaiLcom noidelivery@gmail.oom
MBfCAHANALUINEN
NORD-DELIVERY
Tnilfahaitnliiinen@mml.cnnn
Helsinki

Helsinki

5503

fi

s6cuieniicro8oftstatistic.cQm welch.^ony@openmailbox.org
Welch

Ebony
Madrid

Madrid
Madrid

21451

es

adobestatistic.oom tatsiio.lesdi@opamiailbox.org
TatsuoLesdi

Bratislava
Bratislava
Bratislavskykraj
21343

sk

adobeupdatieteclmology.coin bestcameroii@mail.com
Cameron

N/A

melboume

melboume

Western Australia

none
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au

dcamaitecbnologysi^ortconi bergei:s3008@i]sa.com
lldglCid

N/A

Piano

Piano

Texas

75074

us

iiitddrv64.oom cliertona]csoI@iiiaiLcom
Feris

N/A
USA

BuilUo
NewYoik

14202

us

intel8iq)portceQter.tt6t fisteiboks@email.ccim
Herry
N/A
Sweden

Kronoberg
KionobergelAon
5216FE

se
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