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ANDROMEDA BOTNET DISMANTLED IN
INTERNATIONAL CYBER OPERATION
04 December 2017

Press Release

On 29 November 2017, the Federal Bureau of Investigation (FBI), in close cooperation with the Luneburg Central
Criminal Investigation Inspectorate in Germany, Europol’s European Cybercrime Centre (EC3), the Joint Cybercrime
Action Task Force (J-CAT), Eurojust and private-sector partners, dismantled one of the longest running malware
families in existence called Andromeda (also known as Gamarue).

This widely distributed malware created a network of infected computers called the Andromeda botnet  .
According to Microsoft, Andromeda’s main goal was to distribute other malware families. Andromeda was
associated with 80 malware families and, in the last six months, it was detected on or blocked an average of over
1 million machines every month. Andromeda was also used in the infamous Avalanche network, which was
dismantled in a huge international cyber operation
(https://www.europol.europa.eu/newsroom/news/%E2%80%98avalanche%E2%80%99-network-dismantled-in-
international-cyber-operation)in 2016.

Steven Wilson, the Head of Europol’s European Cybercrime Centre: “This is another example of international law
enforcement working together with industry partners to tackle the most significant cyber criminals and the
dedicated infrastructure they use to distribute malware on a global scale. The clear message is that public-private
partnerships can impact these criminals and make the internet safer for all of us.”

One year ago, on 30 November 2016, after more than four years of investigation, the Public Prosecutor’s Office
Verden and the Luneburg Police in Germany, the United States Attorney’s Office for the Western District of
Pennsylvania, the Department of Justice, the FBI, Europol, Eurojust and global partners, had dismantled the
international criminal infrastructure Avalanche. This was used as a delivery platform to launch and manage mass
global malware attacks such as Andromeda, and money mule recruitment campaigns.

Insights gained during the Avalanche case by the investigating German law enforcement entities were shared, via
Europol, with the FBI and supported this year’s investigations to dismantle the Andromeda malware last week.

Jointly, the international partners took action against servers and domains, which were used to spread the
Andromeda malware. Overall, 1500 domains of the malicious software were subject to sinkholing  . According to
Microsoft, during 48 hours of sinkholing, approximately 2 million unique Andromeda victim IP addresses from 223
countries were captured. The involved law enforcement authorities also executed the search and arrest of a
suspect in Belarus.

Simultaneously, the German sinkhole measures of the Avalanche case have been extended by another year. An
extension of this measure was necessary, as globally 55 per cent of the computer systems originally infected in
Avalanche are still infected today.

The measures to combat the malicious Andromeda software as well as the extension of the Avalanche measures
involved the following EU Member States: Austria, Belgium, Finland, France, Italy, the Netherlands, Poland, Spain,
the United Kingdom, and the following non-EU Member States: Australia, Belarus, Canada, Montenegro, Singapore
and Taiwan.

The operation was supported by the following private and institutional partners: Shadowserver Foundation,
Microsoft, Registrar of Last Resort, Internet Corporation for Assigned Names and Numbers (ICANN) and
associated domain registries, Fraunhofer Institute for Communication, Information Processing and Ergonomics
(FKIE), and the German Federal Office for Information Security (BSI).

[1]

[2]
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Cybercrime (/crime-areas-and-trends/crime-areas/cybercrime)  •
Forgery of Administrative Documents and Trafficking therein (/crime-areas-and-trends/crime-areas/forgery-of-administrative-
documents-and-trafficking-therein)

General Public (/target-groups/general-public)  • Law Enforcement (/target-groups/law-enforcement)  •
Academia (/target-groups/academia)  • Professor (/target-groups/professor)  • Students (/target-groups/students)  •
Researcher (/target-groups/researcher)  • Press/Journalists (/target-groups/press-journalists)  •
Other (/target-groups/other)

European Cybercrime Center (EC3) (/entities/european-cybercrime-center-ec3)  •
Joint Cybercrime Action Taskforce (J-CAT) (/entities/joint-cybercrime-action-taskforce-j-cat)

Eurojust (/organisations/eurojust)  •
Federal Bureau of Investigation (FBI) (/organisations/federal-bureau-of-investigation-fbi)

Operational coordination (/support-services/operational-coordination)  •
Operational support (/support-services/operational-support)  •
Information exchange (/support-services/information-exchange)  • Analysis (/support-services/analysis)

The operation was coordinated from the command post hosted at Europol’s HQ.

 Botnets are networks of computers infected with malware, which are under the control of a cybercriminal.
Botnets allow criminals to harvest sensitive information from infected computers, such as online banking
credentials and credit card information. A criminal can also use a botnet to perform cyberattacks on other
computer systems, such as denial-of-service attacks.

 Sinkholing is an action whereby traffic between infected computers and a criminal infrastructure is redirected to
servers controlled by law enforcement authorities and/or an IT security company. This may be done by assuming
control of the domains used by the criminals or IP addresses. When employed at a 100% scale, infected
computers can no longer reach the criminal command-and-control computer systems and criminals can therefore
no longer control the infected computers. The sinkholing infrastructure captures victims’ IP addresses, which can
subsequently be used for notification and follow-up through dissemination to National CERTs and network
owners.

CRIME AREAS

TARGET GROUPS

ENTITIES

ORGANISATIONS

SUPPORT & SERVICES

[1]

[2]
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| TechNet (http://technet.microsoft.com/)

Microsoft teams up with law enforcement and other partners to
disrupt Gamarue (Andromeda)

msft-mmpc (https://social.technet.microsoft.com/profile/msft-mmpc) December 4, 2017

Today, with help from Microsoft security researchers, law enforcement agencies around the globe (https://www.europol.europa.eu/newsroom/news/andromeda-botnet-
dismantled-in-international-cyber-operation), in cooperation with Microsoft Digital Crimes Unit (DCU), announced the disruption of Gamarue
(https://www.microsoft.com/en-us/wdsi/threats/malware-encyclopedia-description?Name=Win32/Gamarue), a widely distributed malware that has been used in networks
of infected computers collectively called the Andromeda botnet.

The disruption is the culmination of a journey that started in December 2015, when the Microsoft Windows Defender research team and DCU activated a Coordinated
Malware Eradication (CME) campaign for Gamarue. In partnership with internet security firm ESET (https://www.eset.com/us/about/newsroom/press-releases/eset-unites-
with-microsoft-and-law-enforcement-agencies-to-disrupt-gamarue-botnets/), we performed in-depth research into the Gamarue malware and its infrastructure.

Our analysis of more than 44,000 malware samples uncovered Gamarue’s sprawling infrastructure. We provided detailed information about that infrastructure to law
enforcement agencies around the world, including:

1,214 domains and IP addresses of the botnet’s command and control servers
464 distinct botnets
More than 80 associated malware families

The coordinated global operation resulted in the takedown of the botnet’s servers, disrupting one of the largest malware operations in the world. Since 2011, Gamarue
has been distributing a plethora of other threats, including:

Petya (https://www.microsoft.com/en-us/wdsi/threats/malware-encyclopedia-description?Name=Win32/Petya) and Cerber (https://www.microsoft.com/en-
us/wdsi/threats/malware-encyclopedia-description?Name=Win32/Cerber) ransomware
Kasidet (https://www.microsoft.com/en-us/wdsi/threats/malware-encyclopedia-description?Name=Win32/Kasidet) malware (also known as Neutrino bot), which is
used for DDoS attacks
Lethic (https://www.microsoft.com/en-us/wdsi/threats/malware-encyclopedia-description?Name=Win32/Lethic), a spam bot
Info-stealing malware Ursnif (https://www.microsoft.com/en-us/wdsi/threats/malware-encyclopedia-description?name=win32/ursnif), Carberp
(https://www.microsoft.com/en-us/wdsi/threats/malware-encyclopedia-description?Name=Win32/Carberp), and Fareit (https://www.microsoft.com/en-
us/wdsi/threats/malware-encyclopedia-description?Name=Win32/Fareit), among others

A global malware operation
For the past six years, Gamarue has been a very active malware operation that, until the takedown, showed no signs of slowing down. Windows Defender telemetry in the
last six months shows Gamarue’s global prevalence.

(https://msdnshared.blob.core.windows.net/media/2017/12/gamarue-geo-chart.png)

Rate this article ★★★★★★★★★★★★★★★
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Figure 1. Gamarue’s global prevalence from May to November 2017

While the threat is global, the list of top 10 countries with Gamarue encounters is dominated by Asian countries.

(https://msdnshared.blob.core.windows.net/media/2017/12/top-10-gamarue-andromeda-impacted-countries.png)

Figure 2. Top 10 countries with the most Gamarue encounters from May to November 2017

In the last six months, Gamarue was detected or blocked on approximately 1,095,457 machines every month on average.

(https://msdnshared.blob.core.windows.net/media/2017/12/monthly-gamarue-andromeda-encounters.png)

Figure 3. Machines, IPs, and unique file encounters for Gamarue from May to November 2017; data does not include LNK detections

The Gamarue bot
Gamarue is known in the underground cybercrime market as Andromeda bot. A bot is a program that allows an attacker to take control of an infected machine. Like many
other bots, Gamarue is advertised as a crime kit that hackers can purchase.

The Gamarue crime kit includes the following components:

Bot-builder, which builds the malware binary that infects computers
Command-and-control application, which is a PHP-based dashboard application that allows hackers to manage and control the bots
Documentation on how to create a Gamarue botnet

A botnet is a network of infected machines that communicate with command-and-control (C&C) servers, which are computer servers used by the hacker to control
infected machines.

The evolution of the Gamarue bot has been the subject of many thorough analyses by security researchers. At the time of takedown, there were five known active
Gamarue versions: 2.06, 2.07, 2.08, 2.09, and 2.10. The latest and the most active is version 2.10.

Gamarue is modular, which means that its functionality can be extended by plugins that are either included in the crime kit or available for separate purchase. The
Gamarue plugins include:
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Keylogger ($150) – Used for logging keystrokes and mouse activity in order to steal user names and passwords, financial information, etc 
Rootkit (included in crime kit) – Injects rootkit codes into all processes running on a victim computer to give Gamarue persistence
Socks4/5 (included in crime kit) – Turns victim computer into a proxy server for serving malware or malicious instructions to other computers on the internet
Formgrabber ($250) – Captures any data submitted through web browsers (Chrome, Firefox, and Internet Explorer)  
Teamviewer ($250) – Enables attacker to remotely control the victim machine, spy on the desktop, perform file transfer, among other functions
Spreader – Adds capability to spread Gamarue malware itself via removable drives (for example, portable hard drives or flash drives connected via a USB port); it
also uses Domain Name Generation (DGA) for the servers where it downloads updates

Gamarue attack kill-chain
Over the years, various attack vectors have been used to distribute Gamarue. These include:

Removable drives
Social media (such as Facebook) messages with malicious links to websites that host Gamarue
Drive-by downloads/exploit kits
Spam emails with malicious links
Trojan downloaders

Once Gamarue has infected a machine, it contacts the C&C server, making the machine part of the botnet. Through the C&C server, the hacker can control Gamarue-
infected machines, steal information, or issue commands to download additional malware modules.

(https://msdnshared.blob.core.windows.net/media/2017/12/gamarue-attack-kill-chain.png)

Figure 4. Gamarue’s attack kill-chain

Gamarue’s main goal is to distribute other prevalent malware families. During the CME campaign, we saw at least 80 different malware families distributed by Gamarue.
Some of these malware families include:

Petya (https://www.microsoft.com/en-us/wdsi/threats/malware-encyclopedia-description?Name=Win32/Petya) (ransomware)
Cerber (https://www.microsoft.com/en-us/wdsi/threats/malware-encyclopedia-description?Name=Win32/Cerber) (ransomware)
Troldesh (https://www.microsoft.com/en-us/wdsi/threats/malware-encyclopedia-description?Name=Win32/Troldesh) (ransomware)
Ursnif (https://www.microsoft.com/en-us/wdsi/threats/malware-encyclopedia-description?Name=Win32/Ursnif) (info-stealing and banking trojan)
Carberp (https://www.microsoft.com/en-us/wdsi/threats/malware-encyclopedia-description?Name=Win32/Carberp) (info-stealing and banking trojan)
Fareit (https://www.microsoft.com/en-us/wdsi/threats/malware-encyclopedia-description?Name=Win32/Fareit) (info-stealing and DDoS malware)
Kasidet (https://www.microsoft.com/en-us/wdsi/threats/malware-encyclopedia-description?Name=Win32/Kasidet) (worm and DDoS malware)
Lethic (https://www.microsoft.com/en-us/wdsi/threats/malware-encyclopedia-description?Name=Win32/Lethic) (spam bot)
Cutwail (https://www.microsoft.com/en-us/wdsi/threats/malware-encyclopedia-description?Name=Win32/Cutwail) (spam bot)
Neurevt (https://www.microsoft.com/en-us/wdsi/threats/malware-encyclopedia-description?Name=Win32/Neurevt) (click-fraud malware)
Ursnif (https://www.microsoft.com/en-us/wdsi/threats/malware-encyclopedia-description?name=win32/ursnif) (click-fraud malware)
Fynloski (https://www.microsoft.com/en-us/wdsi/threats/malware-encyclopedia-description?Name=Win32/Fynloski) (backdoor)

The installation of other malware broadens the scale of what hackers can do with the network of infected machines.

Command-and-control communication
When the Gamarue malware triggers the infected machine to contact the C&C server, it provides information like the hard disk’s volume serial number (used as the bot ID
for the computer), the Gamarue build ID, the operating system of the infected machine, the local IP address, an indication whether the signed in user has administrative
rights, and keyboard language setting for the infected machine. This information is sent to the C&C server via HTTP using the JSON format:

 (https://msdnshared.blob.core.windows.net/media/2017/12/gamarue-Cnc-comm-2.png)
(https://msdnshared.blob.core.windows.net/media/2017/12/gamarue-Cnc-comm.png)

Figure 5. Information sent by Gamarue to C&C server
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The information about keyboard language setting is very interesting, because the machine will not be further infected if the keyboard language corresponds to the
following countries:

Belarus
Russia
Ukraine
Kazahkstan

Before sending to the C&C server, this information is encrypted with RC4 algorithm using a key hardcoded in the Gamarue malware body.

 (https://msdnshared.blob.core.windows.net/media/2017/12/gamarye-cnc-comm-

encrypted.png)

Figure 6. Encrypted C&C communication

Once the C&C server receives the message, it sends a command that is pre-assigned by the hacker in the control dashboard.

(https://msdnshared.blob.core.windows.net/media/2017/12/gamarue-control-dashboard.png)

Figure 7. Sample control dashboard used by attackers to communicate to Gamarue bots

The command can be any of the following:

Download EXE (i.e., additional executable malware files)
Download DLL (i.e., additional malware; removed in version 2.09 and later)
Install plugin
Update bot (i.e., update the bot malware)
Delete DLLs (removed in version 2.09 and later)
Delete plugins
Kill bot

The last three commands can be used to remove evidence of Gamarue presence in machines.

The reply from the C&C server is also encrypted with RC4 algorithm using the same key used to encrypt the message from the infected machine.

 (https://msdnshared.blob.core.windows.net/media/2017/12/gamarue-

encrypted-cnc-reply.png)

Figure 8. Encrypted reply from C&C server

When decrypted, the reply contains the following information:

Time interval in minutes – time to wait for when to ask the C2 server for the next command
Task ID - used by the hacker to track if there was an error performing the task
Command – one of the command mentioned above
Download URL - from which a plugin/updated binary/other malware can be downloaded depending on the command.

(https://msdnshared.blob.core.windows.net/media/2017/12/gamarye-cnc-reply-decrypted.png)

(https://msdnshared.blob.core.windows.net/media/2017/12/gamarye-cnc-reply-decrypted-2.png)

Figure 9. Decrypted reply from C&C server
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Anti-sandbox techniques
Gamarue employs anti-AV techniques to make analysis and detection difficult. Prior to infecting a machine, Gamarue checks a list hashes of the processes running on a
potential victim’s machine. If it finds a process that may be associated with malware analysis tools, such as virtual machines or sandbox tools, Gamarue does not infect the
machine. In older versions, a fake payload is manifested when running in a virtual machine.

 (https://msdnshared.blob.core.windows.net/media/2017/12/gamarue-list-

processes.png)

Figure 10. Gamarue checks if any of the running processes are associated with malware analysis tools

Stealth mechanisms
Gamarue uses cross-process injection (https://blogs.technet.microsoft.com/mmpc/tag/cross-process-injection/) techniques to stay under the radar. It injects its code into
the following legitimate processes:

msiexec.exe (Gamarue versions 2.07 to 2.10)
wuauclt.exe, wupgrade.exe, svchost.exe (version 2.06)

It can also use a rootkit plugin to hide the Gamarue file and its autostart registry entry.

Gamarue employs a stealthy technique to store and load its plugins as well. The plugins are stored fileless, either saved in the registry or in an alternate data stream of the
Gamarue file.

OS tampering
Gamarue attempts to tamper with the operating systems of infected computers by disabling Firewall, Windows Update, and User Account Control functions. These
functionalities cannot be re-enabled until the Gamarue infection has been removed from the infected machine. This OS tampering behavior does not work on Windows
10

(https://msdnshared.blob.core.windows.net/media/2017/12/gamarue-firewall-disabled-2.png)

Figure 11. Disabled Firewall and Windows Update

Monetization
There are several ways hackers earn using Gamarue. Since Gamarue’s main purpose is to distribute other malware, hackers earn using pay-per-install scheme. Using its
plugins, Gamarue can also steal user information; stolen information can be sold to other hackers in cybercriminal underground markets. Access to Gamarue-infected
machines can also be sold, rented, leased, or swapped by one criminal group to another.

Remediation
To help prevent a Gamarue infection, as well as other malware and unwanted software, take these precautions:

Be cautious when opening emails or social media messages from unknown users.
Be wary about downloading software from websites other than the program developers.

More importantly, ensure you have the right security solutions that can protect your machine from Gamarue and other threats. Windows Defender Antivirus detects and
removes the Gamarue malware. With advanced machine learning models, as well as generic and heuristic techniques, Windows Defender AV detects new as well as never-
before-seen malware (https://blogs.technet.microsoft.com/mmpc/2017/07/18/windows-defender-antivirus-cloud-protection-service-advanced-real-time-defense-
against-never-before-seen-malware?ocid=cx-blog-mmpc) in real-time via the cloud protection service. Alternatively, standalone tools, such as Microsoft Safety Scanner
(https://www.microsoft.com/wdsi/products/scanner) and the Malicious Software Removal Tool (MSRT) (https://www.microsoft.com/download/malicious-software-
removal-tool-details.aspx), can also detect and remove Gamarue.

Microsoft Edge (https://docs.microsoft.com/en-us/microsoft-edge/deploy/index?ocid=cx-blog-mmpc) can block Gamarue infections from the web, such as those from
malicious links in social media messages and drive-by downloads or exploit kits. Microsoft Edge is a secure browser that opens pages within low privilege app containers
and uses reputation-based blocking of malicious downloads.
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In enterprise environments, additional layers of protection are available. Windows Defender Advanced Threat Protection (https://www.microsoft.com/en-
us/windowsforbusiness/windows-atp?ocid=cx-blog-mmpc) can help security operations personnel to detect Gamarue activities, including cross-process injection
techniques, in the network so they can investigate and respond to attacks. Windows Defender ATP’s enhanced behavioral and machine learning detection libraries flag
malicious behavior across the malware infection process, from delivery and installation, to persistence mechanisms, and command-and-control communication.

Microsoft Exchange Online Protection (EOP) (https://products.office.com/en-us/exchange/exchange-email-security-spam-protection?ocid=cx-blog-mmpc) can block
Gamarue infections from email uses built-in anti-spam filtering capabilities that help protect Office 365 customers. Office 365 Advanced Threat Protection
(https://products.office.com/en-us/exchange/online-email-threat-protection?ocid=cx-blog-mmpc) helps secure mailboxes against email attacks by blocking emails with
unsafe attachments, malicious links, and linked-to files leveraging time-of-click protection.

Windows Defender Exploit Guard (https://blogs.technet.microsoft.com/mmpc/2017/10/23/windows-defender-exploit-guard-reduce-the-attack-surface-against-next-
generation-malware/) can block malicious documents (such as those that distribute Gamarue) and scripts. The Attack Surface Reduction (ASR)
(https://docs.microsoft.com/en-us/windows/threat-protection/windows-defender-exploit-guard/attack-surface-reduction-exploit-guard?ocid=cx-blog-mmpc) feature in
Windows Defender Exploit Guard uses a set of built-in intelligence that can block malicious behaviors observed in malicious documents. ASR rules can also be turned on
to block malicious attachments (https://docs.microsoft.com/en-us/windows/threat-protection/windows-defender-exploit-guard/attack-surface-reduction-exploit-guard?
ocid=cx-blog-mmpc) from being run or launched from Microsoft Outlook or webmail (such as Gmail, Hotmail, or Yahoo).

Microsoft is also continuing the collaborative effort to help clean Gamarue-infected computers by providing a one-time package with samples (through the Virus
Information Alliance (https://www.microsoft.com/en-us/wdsi/alliances/virus-information-alliance)) to help organizations protect their customers.

 

 

Microsoft Digital Crimes Unit and Windows Defender Research team

 

 

Get more info on the Gamarue (Andromeda) takedown from the following sources:

Europol: Andromeda botnet dismantled in international cyber operation (https://www.europol.europa.eu/newsroom/news/andromeda-botnet-dismantled-in-
international-cyber-operation)
ESET: ESET unites with Microsoft and law enforcement agencies to disrupt Gamarue botnets (https://www.eset.com/us/about/newsroom/press-releases/eset-unites-
with-microsoft-and-law-enforcement-agencies-to-disrupt-gamarue-botnets/)
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News, views, and insight from the ESET security community

ESET takes part in global operation to disrupt Gamarue
BY JEAN-IAN BOUTIN POSTED 4 DEC 2017 - 07:01PM

Today, we announce that a major law enforcement operation disrupted many botnets using a malware family that has been plaguing the internet for
quite a long time: Gamarue, also known as Andromeda. This joint operation, involving law enforcement agencies world-wide, Microsoft, and ESET,
has been ongoing for more than a year now.

Gamarue, mostly detected by ESET as Win32/TrojanDownloader.Wauchos, has been around since at least September 2011 and was, for the most
part, sold as a crimekit on underground forums. This crimekit proved very popular amongst cybercriminals and, that being the case, there are
multiple, independent Wauchos botnets. In the past, Wauchos has been the most detected malware family amongst ESET users, so when
approached by Microsoft to take part in a joint disruption effort against it, to better protect our users and the general public at large, it was a no-
brainer to agree.

ESET provided technical analysis to this operation by closely tracking Wauchos botnets, identifying their C&C servers for takedown, and monitoring
what its operators installed on victims’ systems. Through Microsoft, the information provided to law enforcement agencies as part of this operation
included:

1,214 domains and IP addresses of the botnet’s command and control servers

464 distinct botnets

80 associated malware families
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In Figure 1 you can see Wauchos’s prevalence map based on our telemetry data. Evidently, Wauchos is a global problem and any attempt to disrupt
it is worth making. As you will notice throughout the article, the data shown are about a year old. This is when Wauchos’s activity was at its peak,
according to our telemetry. As legal procedures do take some time, especially when arrests are involved, we chose these older data, as they are
more representative of the period at which most of the research took place.

Figure 1. Wauchos Prevalence Map (December 2016 – source http://virusradar.com/)

If you are worried that your Windows system might be compromised by this threat and are not an ESET customer, you can download and use the
ESET Online Scanner, which will remove any threats, including Wauchos, it might find on your system.

What is Wauchos?

This very prevalent malware has been around for several years and has been covered in the past by multiple blog posts . In this section, we
will review the technical basics of this malware: what it is and how it is spread. The following section will cover technical details that we uncovered
while tracking this malware family.

Wauchos is mostly used to steal credentials and download and install additional malware onto a system. Thus, if a system is compromised with
Wauchos, it’s likely that there will be several other malware families lurking on the same system.

Wauchos is modular malware whose functionalities can easily be expanded by adding plugins. Plugins used include a keylogger, a formgrabber, a
rootkit, a SOCKS proxy and a TeamViewer bot. There are five known major build versions of Wauchos, based on its own versioning scheme: 2.06,
2.07, 2.08, 2.09 and 2.10. For the first three versions, the build version was included in the first POST request sent to the C&C by the bot, so
version identification was easy. Later versions of Wauchos removed the bv parameter in the POST request, but it is still relatively simple to identify
the bot version by looking at the identification string sent to the server [3]:

Version Identification string

<= 2.06 id:%lu|bid:%lu|bv:%lu|sv:%lu|pa:%lu|la:%lu|ar:%lu

2.07 – 2.08 id:%lu|bid:%lu|bv:%lu|os:%lu|la:%lu|rg:%lu

2.09 id:%lu|bid:%lu|os:%lu|la:%lu|rg:%lu

2.10 * {"id":%lu,"bid":%lu,"os":%lu,"la":%lu,"rg":%lu}

(* Note the switch to JSON format.)

A typical POST request is shown in Figure 2. The identification string is RC4 encrypted and then encoded using base64.

[1][2][3][4]
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Figure 3. C&C TLDs for November and December
2016

Figure 4. C&C IP Geolocation for November and
December 2016

Figure 2. Typical POST Request

Since a builder for version 2.06 was leaked a few years ago, we have seen quite a bit of that version of this botnet in our telemetry. However,
according to our crawler data the latest version, 2.10, is the most prevalent.

The truly global nature of this threat is also seen in the diversity of the command and control servers its operators use. Throughout our monitoring of
this threat, we were able to discover dozens of Wauchos’s C&C servers every month. Figure 3 shows a snapshot of the different TLDs used by the
C&Cs while Figure 4 shows the geographic distribution of these C&C server IPs when our crawler was connecting to them in November and
December 2016.

 

 

 

 

 

 

Interestingly, a lot of samples we analyzed check
the system’s keyboard layout and does not proceed with the infection if it matches one of the following:

Russia

Ukraine

Belarus

Kazakhstan

Infection vector

As Wauchos is bought and then distributed by a variety of cybercriminals, the infection vectors used to disseminate this threat vary greatly.
Historically, Wauchos samples have been distributed through social media, instant messaging, removable media, spam, and exploit kits. Figure 5
shows a typical email spam with a Wauchos sample attached.
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Figure 5. Typical email spam distributing Wauchos

Pay-per-install malware

As described previously, Wauchos is mostly used to distribute other malware families. Through our automatic systems, we were able to derive
statistics on what was downloaded by the Wauchos bots we were tracking. Figure 6 shows the different plugins that were downloaded by our
crawler when first connecting to the C&C.

Figure 6. Download Statistics – December 2016

The first download is usually a plugin — more specifically, the downloader plugin we will discuss in a subsequent section. In terms of installed
malware, most of the malware we saw distributed in December 2016 were spambots such as Win32/Kasidet, Win32/Kelihos or Win32/Lethic. Of
course, as it is a pay-per-install scheme, these statistics tend to change from time to time. There was, as one might expect, other malware
downloaded by Wauchos, but according to our telemetry data, the ones shown above are the most prevalent.

Technical analysis

In this section, we will present some technical details that have not been widely discussed in public and that provide context in light of the recent
takedown. In particular, we will discuss two plugins that can provide side-channel communication to the botmaster, increasing the botnet’s resiliency
to a takedown operation.

Wauchos variants

First, to help our fellow researchers interested in this malware family, we will briefly describe the major variants, using ESET’s naming and to what
they correspond.

Win32/Wauchos.B is the most prevalent detection for 2.06 Wauchos component while version 2.10 is mainly detected as Win32/Wauchos.AW. The
other variants grouped under the Win32/Wauchos family are either plugins, packed versions of the aforementioned versions or other versions of the
Wauchos malware, such as 2.07, 2.08 or 2.09; these are less prevalent according to our telemetry and thus less relevant to this discussion.

In the latest version of Wauchos (2.10), the bot supports the current commands:
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Command ID Description

1 Download and run a binary file

2 Download a plugin

3 Download malware update

6 Delete all plugins

9 Uninstall

Plugins

Wauchos is an extensible bot that allows its owner to create and use custom plugins. However, there are some plugins that are widely available and
that are used by many different botnets. In this section we will review the different plugins our tracking mechanism was able to download.

Title Detection name Description

SOCKS
Proxy

Win32/TrojanDownloader.Wauchos.O Accepts connections and acts as a network proxy

TeamViewer Win32/TrojanDownloader.Wauchos.BA Embeds TeamViewer application that will launch in hidden mode and allow criminals to
connect back and control compromised system

Form
Grabber

Win32/TrojanDownloader.Wauchos.AZ Steals content entered into web forms by the user

When a bot downloads a plugin, it must first decrypt its header with the RC4 key. The header contains the unique key required to decrypt the
payload. Once decrypted, the last operation is to decompress the plugin using aPLib. Once this is done, the malware uses a custom loader to load
this binary blob into memory. As the binary blobs are already memory-page aligned they can be loaded directly into memory and executed.

The number of different RC4 keys collected by our tracking system amongst all different botnets is surprisingly small, at around 40. This makes it
pretty easy to decrypt any downloaded components without even needing to analyze the sample. It is interesting to note here that the same RC4
key is used to encrypt both sample strings and network communication, but reversed for the latter.

In terms of C&C communication, all the samples we analyzed were using Google’s DNS infrastructure directly to resolve the C&C domains. Version
2.06 is trying to resolve the C&C server IP address using raw UDP sockets to 8.8.4.4:53. If it is unsuccessful, it first falls back to the DnsQueryA()
Windows API and second to the gethostbyname() API.  Version 2.10 hooks GetAddrInfoW() and all calls to it are resolved using raw UDP packets to
8.8.4.4:53 with fallback to the original GetAddrInfoW() API if unsuccessful.

New persistence mechanisms

In this section we cover two plugins that appeared this year and that we believe are an attempt to prevent takedown operations like this one from
succeeding, by providing a side-channel communication to the botmaster. This behavior has also been discussed here [4].

The first one is a USB spreader while the second implements a fileless attack through a downloader stored in the registry that is launched via a
PowerShell script at startup.

USB spreader – Win32/Bundpil.CS

This plugin is able to hook DNS API functions, tries to spread through removable media and uses a DGA (Domain Generation Algorithm) to
download additional data.

There is one thread that scans for inserted removable media and, if it finds any, puts a copy of the malware on it. The other functionality of this
plugin is to hook DNS APIs and replace specific domains by a hardcoded one. For example, one sample we analyzed was redirecting any requests
to these old Wauchos domains:

designfuture.ru

disorderstatus.ru

atomictrivia.ru

differentia.ru

to gvaq70s7he.ru.

There is also a DGA component to this plugin that will try to connect to the automatically generated domain to download additional data to the
compromised system. The DGA algorithm pseudo-code can be found on our Github page. The URLs it tries to reach match these patterns:
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<dga_domain>.ru/mod

ww1.<dga_domain>.ru/1

ww2.<dga_domain>.ru/2

We were able to download a binary blob from this DGA scheme. What we obtained was an encrypted blob starting with ‘MZ’. The plugin will remove
these two bytes and store the blob directly to the Windows registry.

The main Wauchos bot will then decrypt the RC4 encrypted payload, decompress it with aPLib and load it as a regular plugin. Note here that the
same RC4 keys used to encrypt the plugins are used for this process. The binary we obtained this way was an updated version of the USB
spreader. We therefore hypothesized that through DNS hooking, it would be possible for botmasters to regain control of their bots by downloading a
fresh version of this module from a domain they control, which will then redirect the hard coded-domains in the main Wauchos binary.

Downloader

The last plugin we want to talk about is a small downloader using a DGA to reach out to URLs like these, depending on the version:

<dga_domain>.ru/ld.so

<dga_domain>.ru/last.so

<dga_domain>.ru/nonc.so

It is used to download a binary blob that it stores in the registry. This binary blob can be decrypted with the RC4 key contained in the main Wauchos
payload.

One of the malware variants that was downloaded by this plugin is another downloader detected as TrojanDownloader.Small.AHI. This malware is
particularly interesting as its sole purpose is to download an updated version of the downloader plugin and store it encrypted in the registry, but with
a little twist. It also adds a run key with a PowerShell script that decrypts and executes the encrypted binary from the registry key each time the
machine is started. Right now, this binary is merely updating itself. However, its DGA could be used as a secondary communication channel to
download a new payload and regain control over bots, should someone try to take them over. Figure 7 shows the overall process.

Figure 7. Downloader plugin operation flow

It is interesting to note here that we have also seen Necurs.B being downloaded through DGA and through this plugin. However, the vast majority of
downloads we saw were for Win32/TrojanDownloader.Small.AHI. In fact, the latter malware has been seen numerous times, according to our cloud
statistics. Interestingly, we saw a lot of activity in August 2016 for this particular module, via our crawler, but nothing since then. We did not
investigate further to try to determine whether we were just blacklisted or if they only tested this feature for a brief period of time.

Conclusion

30

Case 1:17-cv-04566-MHC   Document 30-3   Filed 12/19/17   Page 7 of 9

https://www.welivesecurity.com/wp-content/uploads/2017/12/fig7.png


12/19/2017 ESET plays crucial part in disrupting botnets using malware family

https://www.welivesecurity.com/2017/12/04/eset-takes-part-global-operation-disrupt-gamarue/ 7/8

Wauchos is an old botnet that has been reinventing itself through the years. Its command and control infrastructure is one of the many that ESET
tracks. This information is vital in order to keep track of changes in malware behavior and to be able to provide actionable data to help with
disruption and takedown efforts.

Wauchos uses old tricks to compromise new systems. Users should be cautious when opening files on removable media, as well as files they
receive through email or social media. If you believe that you are infected with Wauchos, we have a free tool for you. ESET products currently
detect thousands of variations of Wauchos modules along with the different malware distributed by the Wauchos botnets.

Special thanks to Juraj Jánošík, Viktor Lucza, Filip Mazán, Zoltán Rusnák and Richard Vida for their help in this research.

Hashes 
SHA-1 Detection

CC9AC16847427CC15909A60B130CB7E67D2D3804 Win32/TrojanDownloader.Wauchos.B

BCD45398983EB58B33294DFE852B57B1ADD5117E Win32/TrojanDownloader.Wauchos.AK

6FA5E48AD60B53761A42725A4B9EC12B85963F90 Win32/TrojanDownloader.Small.AHI

6D5051580DA73570944BBE79A9EA7F2E4D006699 Win32/TrojanDownloader.Wauchos.O
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Date of First Publication: December 4, 2017

Plaintiff Microsoft Corporation (“Microsoft”) has sued Defendants John Does 1-51 associated with the Internet domains listed below. Microsoft alleges that Defendants
have violated various Federal and state laws by hosting a cybercriminal operation through these Internet domains, causing unlawful intrusion into Microsoft and
Microsoft’s customers’ computers and computing devices; and intellectual property violations to the injury of Microsoft and Microsoft’s customers. Microsoft seeks a
preliminary injunction directing the registry associated with these Internet domains to take all steps necessary to disable access to and operation of these Internet
domains to ensure that changes or access to the Internet domains cannot be made absent a court order and that all content and material associated with these
Internet domains are to be isolated and preserved pending resolution of the dispute. Microsoft seeks a permanent injunction, other equitable relief and damages. Full
copies of the pleading documents are available at www.noticeofpleadings.net/gamarue.

NOTICE TO DEFENDANT: READ THESE PAPERS CAREFULLY! You must “appear” in this case or the other side will win automatically. To “appear” you must file with
the court a legal document called a “motion” or “answer.” The “motion” or “answer” must be given to the court clerk or administrator within 21 days of the date of
first publication specified herein. It must be in proper form and have proof of service on Microsoft’s attorneys, Michael Zweiback at Alston & Bird LLP, 333 South Hope
Street, 16th Floor, Los Angeles, CA 90071. If you have questions, you should consult with your own attorney immediately.

COMPLAINT AND SUMMONS

Complaint (files/Complaint_And_Summons/Complaint.pdf) 

Summons for Doe Defendants 1-51 (files/Complaint_And_Summons/Summons.pdf) 

COURT ORDERS

Emergency Ex Parte Temporary Restraining Order and Order to Show Cause Re: Preliminary Injunction
(files/Court_Orders/Emergency_Ex_Parte_TRO_and_Order_to_Show_Cause_re_Preliminary_Injunction.pdf) 

Order Granting Motion for Protective Order Temporarily Sealing Documents
(files/Court_Orders/Order_Granting_Motion_for_Protective_Order_Temporarily_Sealing_Documents.pdf) 

Order Granting Motion for Leave to Exceed Page Limits Re: Microsoft’s Brief in Support of Microsoft’s TRO Application
(files/Court_Orders/Order_Granting_Motion_for_leave_to_Exceed_Page_Limits.pdf) 

Standing Order Regarding Civil Litigation (files/Court_Orders/Standing_Order_Regarding_Civil_Litigation.pdf) 

Order Granting Microsoft’s Emergency Motion Re: Unsealing of Case (files/Court_Orders/Order_Unsealing_Case.pdf) 

Order Extending Microsoft’s Emergency Ex Parte Temporary Restraining Order And Order To Show Cause Re: Preliminary Injunction
(files/Court_Orders/Order_Extending_TRO.pdf) 

APPLICATION FOR EMERGENCY EX PARTE TEMPORARY RESTRAINING ORDER (TRO) AND PRELIMINARY INJUNCTION

Emergency Motion Pursuant to Local Rule 7.2B (files/Application_For_TRO/Emergency_Motion_LR_7_2B.pdf) 

Notice of Hearing Re: Application of Microsoft for an Emergency Ex Parte TRO and Order to Show Cause Re: Preliminary Injunction
(files/Application_For_TRO/Notice_of_Hearing_re_TRO.pdf) 

IN THE UNITED STATES DISTRICT COURT

FOR THE NORTHERN DISTRICT OF GEORGIA

Atlanta Division

MICROSOFT CORPORATION, a  
Washington Corporation,

Plaintiff,

v.

JOHN DOES 1-51, CONTROLLING 
MULTIPLE COMPUTER BOTNETS 
THEREBY INJURING MICROSOFT AND  
ITS CUSTOMERS

Defendants. 
 
 

) 
) 
) 
)    Civil Action No: 1:17-cv-4566 
) 
) 
) 
) 
) 
) 
) 
) 
) 
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Application of Microsoft for an Emergency Ex Parte TRO and Order to Show Cause Re: Preliminary Injunction (files/Application_For_TRO/Application_for_TRO.pdf) 

Brief in Support of Microsoft’s Emergency Ex Parte TRO and Order to Show Cause Re: Preliminary Injunction (files/Application_For_TRO/Brief_ISO_TRO_Application.pdf) 

Declaration of Jean-Ian Boutin in Support of Microsoft’s Application for an Emergency Ex Parte TRO and Order to Show Cause Re: Preliminary Injunction; Exhibits 1-4 to
Declaration of Jean-Ian Boutin (files/Application_For_TRO/Boutin_TRO_Decl_Ex_1_4.pdf) 

Declaration of Rodelio G. Fiñones in Support of Microsoft’s Application for an Emergency Ex Parte TRO and Order to Show Cause Re: Preliminary Injunction; Exhibit 1 to
Declaration of Rodelio G. Fiñones (files/Application_For_TRO/Finones_TRO_Decl_Ex_1.pdf) 

Declaration of Vishant Patel in Support of Microsoft’s Application for an Emergency Ex Parte TRO and Order to Show Cause Re: Preliminary Injunction; Exhibit 1-2 to
Declaration of Vishant Patel (files/Application_For_TRO/Patel_TRO_Decl_Ex_1_2.pdf) 

Declaration of Michael Zweiback in Support of Microsoft’s Application for an Emergency Ex Parte TRO and Order to Show Cause Re: Preliminary Injunction; Exhibits 1-7 to
Declaration of Michael Zweiback (files/Application_For_TRO/8_0_Zweiback_TRO_Decl_Ex_1_7.pdf) 

Exhibits 8-20 to Declaration of Michael Zweiback (files/Application_For_TRO/8_1_Zweiback_TRO_Decl_Ex_8_20.pdf) 

Exhibits 21-37 to Declaration of Michael Zweiback (files/Application_For_TRO/8_2_Zweiback_TRO_Decl_Ex_21_37.pdf) 

MOTION FOR ORDER TEMPORARILY SEALING DOCUMENTS

Notice of Hearing Re: Motion for Protective Order Temporarily Sealing Documents (files/Motion_To_Temporarily_Seal_Docs/Notice_of_Hearing_re_Protective_Order.pdf) 

Microsoft’s Motion for Protective Order Temporarily Sealing Documents (files/Motion_To_Temporarily_Seal_Docs/Motion_for_Protective_Order.pdf) 

Memorandum in Support of Motion for Protective Order Temporarily Sealing Documents (files/Motion_To_Temporarily_Seal_Docs/Memo_ISO_Motion_to_Seal.pdf) 

Declaration of Michael Zweiback in Support of Motion for Protective Order Temporarily Sealing Documents
(files/Motion_To_Temporarily_Seal_Docs/Zweiback_Sealing_Decl.pdf) 

MOTION TO EXCEED PAGE LIMITS

Notice of Hearing Re: Microsoft’s Motion for Leave to Exceed Page Limits Re: Microsoft’s Brief in Support of Microsoft’s Application for an Emergency Ex Parte TRO and
Order to Show Cause Re: Preliminary Injunction (files/Motion_For_Page_Limits/Notice_of_Hearing_re_Motion_to_Exceed.pdf) 

Microsoft’s Motion for Leave to Exceed Page Limits Re: Brief in Support of Microsoft’s Application for an Emergency Ex Parte TRO and Order to Show Cause Re: Preliminary
Injunction (files/Motion_For_Page_Limits/Motion_to_Exceed_Pages.pdf) 

Brief in Support of Microsoft’s Motion for Leave to Exceed Page Limits Re: Brief in Support of Microsoft’s Application for an Emergency Ex Parte TRO and Order to Show
Cause Re: Preliminary Injunction (files/Motion_For_Page_Limits/Brief_ISO_Motion_to_Exceed_Pages.pdf) 

NOTICE OF EXECUTION AND MOTION TO UNSEAL

Emergency Motion Pursuant to Local Rule 7.2B (files/Notice_Of_Execution_And_Motion_To_Unseal/Emergency_Motion_LR_7.2B.pdf) 

Notice of Execution of Emergency Ex Parte Temporary Restraining Order and Notice of Emergency Motion Re: Unsealing of Case
(files/Notice_Of_Execution_And_Motion_To_Unseal/Notice_of_Execution_Notice_of_Hearing_re_Unsealing_Motion.pdf) 

Microsoft’s Emergency Motion Re: Unsealing of Case (files/Notice_Of_Execution_And_Motion_To_Unseal/Emergency_Unsealing_Motion.pdf) 

MISCELLANEOUS

Civil Cover Sheet (files/Miscellaneous/Civil_Cover_Sheet.pdf) 

Financial Interest Disclosure Statement (files/Miscellaneous/Financial_Interest_Disclosure_Statement.pdf) 

Trademark Report Form (files/Miscellaneous/USPTO_Notice_Trademark_Report_Form.pdf) 
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Civil Minutes Entry – November 14, 2017 Hearing (files/Miscellaneous/Civil_Minutes_Nov_14_Sealing_Hearing.pdf) 

Civil Minutes Entry – November 15, 2017 Hearing (files/Miscellaneous/Civil_Minutes_Nov_15_TRO_Hearing.pdf) 

Civil Minutes Entry – November 30, 2017 Hearing (files/Miscellaneous/Civil_Minutes_Nov_30_Unsealing_Hearing.pdf) 

CONTACT US

If you wish to contact us by e-mail, fax, phone or letter please contact us at:

Michael Zweiback 
Alston & Bird LLP 
333 South Hope Street 
16th Floor 
Los Angeles, CA 90071 

Telephone: (213) 576-1000 
Facsimile: (213) 576-1100 
Email: michael.zweiback@alston.com (mailto:michael.zweiback@alston.com)

Privacy & Cookies (https://go.microsoft.com/fwlink/?LinkId=521839)
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