
IN THE UNITED STATES DISTRICT COURT 
FOR THE NORTHERN DISTRICT OF GEORGIA 

ATLANTA DIVISION 

MICROSOFT CORPORATION, 

Plaintiff, 

v. 

Case No. 1:25-cv-02695-MHC 

DOES 1-10, 

Defendants. 

DECLARATION OF DEREK RICHARDSON RE MICROSOFT’S 
SUPPLEMENTAL PRELIMINARY INJUNCTION BRIEF 

I, Derek Richardson, declare as follows: 

1. I am a Principal Investigator in Microsoft Corporation’s Digital 

Crimes Unit (“DCU”).  I make this declaration based upon my personal 

knowledge, and upon information and belief from my review of documents and 

evidence collected during Microsoft’s investigation into the matters described 

below. 

2. I am one of the persons at Microsoft primarily responsible for 

investigating the conduct of Defendants described in Microsoft’s complaint in this 

case as it relates to the Lumma malware. 
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3. Upon issuance of the Court’s temporary restraining order (“TRO”) on 

May 15, 2025, Microsoft commenced efforts to execute the TRO by notifying 

relevant third-party Internet Service Providers of the TRO. At the same time, law 

enforcement agencies in the United States and Europe undertook their own actions 

to disrupt Lumma malware marketplace infrastructure in the U.S. and abroad.   

4. The TRO, Microsoft’s actions, the actions of Microsoft’s private 

partners, and the actions of U.S. and foreign law enforcement agencies succeeded 

in causing a significant disruption of Defendants ability to distribute Lumma 

malware and victimize computers infected with Lumma malware. Although at least 

one Defendant has continued their malicious activities, they have been effectively 

forced off U.S. infrastructure and are now operating primarily through a small 

number of domains provided by Russian ISPs.  The number of active command-

and-control domains (“C2 domains”) has been reduced by an order of magnitude, 

with only approximately two active domains being observed per day in the wake of 

the TRO. Redirection of victim computer traffic away from Defendants’ prior C2 

infrastructure and to Microsoft’s sinkhole has yielded valuable threat intelligence 

enabling Microsoft to continue to monitor and act on new infrastructure as well as 

identify victims targeted by those behind Lumma thereby beginning the victim 

notification and remediation process. 
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5. I understand from evidence gathered in aftermath of the TRO that 

Defendants received notice of this case and the seizure of Defendants’ malicious 

domains pursuant to the TRO. For example, Defendants attempted to circumvent 

the efforts of Microsoft and law enforcement by moving certain infrastructure to 

ISPs located outside of the U.S.  

6. It is my belief that Defendants likely learned of this case from some 

combination of the notice message published to seized domains and from various 

national and international press publications discussing this case.  Figure 1 below 

is the notice message Defendants would have encountered upon trying to visit any 

of the seized domains, and Figure 2 below shows the Microsoft pleadings notice 

website (https://www.noticeofpleadings.net/lumma/index.html) linked in the notice 

message: 

Figure 1 

*** ALERT ***

This. website domain has been seized by Microsoft

a Microsoft

EUR- PCX. CC3

o
ornck siTsiGHT

LUMEN 1
SS?  CleanDNS fiEf

Progress. Protected.
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J. Mkj&tofl Corporationhas hied a lawsuit m the US Dutnct Court tor the northern Ostncs of Georgia, ifleging that the osseralcrs of this website are mwhrvd ei a gkitulMahuie as a Service 1h« nutware aimed to steal
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discussing Lumma malware disruption efforts, located at the URL 

https://www.europol.europa.eu/media-press/newsroom/news/europol-and-

microsoft-disrupt-world%E2%80%99s-largest-infostealer-lumma

10. Attached to this declaration as Exhibit 4 is a true and correct copy of a

May 21, 2025 Microsoft blog discussing this case and the Lumma malware, 

located at the URL https://blogs.microsoft.com/on-the-

issues/2025/05/21/microsoft-leads-global-action-against-favored-cybercrime-tool/

11. Attached to this declaration as Exhibit 5 is a true and correct copy of a 

USA Today article discussing this case and the Lumma malware, available at the 

URL https://www.usatoday.com/story/tech/2025/05/21/microsoft-lumma-malware-

windows-computers/83771957007/

12. Attached to this declaration as Exhibit 6 is a true and correct copy of a 

Reuters article discussing this case and the Lumma malware, available at the URL 

https://www.reuters.com/sustainability/boards-policy-regulation/microsoft-files-

legal-action-against-information-stealing-malware-lumma-stealer-2025-05-21/

13. Attached to this declaration as Exhibit 7 is a true and correct copy of a 

CNBC article discussing this case and the Lumma malware, available at the URL 

https://www.cnbc.com/2025/05/21/microsoft-malware-windows.html
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I declare under penalty of perjury under the laws of the United States that

the foregoing is true and correct to the best of my knowledge, information, and

belief. Executed this 10th day of June, 2025 at Redmond, Washington.

Derek Richardson

-7 -

Case 1:25-cv-02695-MHC     Document 36-1     Filed 06/11/25     Page 7 of 30



EXHIBIT 1 

Case 1:25-cv-02695-MHC     Document 36-1     Filed 06/11/25     Page 8 of 30





I would like to technically clarify the situation that happened a couple

of days ago, when instead of the control panel, the page "this website

has been seized" appeared.

This is not a fake, unfortunately, almost 2,500 domains were really

seized from us, this is evidenced by the press release of Europol, which

you can find in the public domain.

Contrary to opinions, rumors, and articles from the FBI itself, they did

not seize our server (at least because it is located in a country where

they definitely cannot seize it), but they broke through the server

through an unknown exploit and formatted all the disks. First, this

happened on May 1 6, we quickly restored functionality and added more

logging to understand how exactly the hackers (who, as it turned out

later, were not exactly hackers) gained access to the server. Both times

we were unable to intercept any "strange" requests to the web,

everything was as usual, but the server was formatted again along with

the backup server. We found out that the control was most likely

obtained through some internal vulnerability in IDRAC, how they got

access to it, because it is at least located in a completely different

network - we still do not know.

Having entered the server, and, apparently, not finding IP addresses of

users there, they intercepted our domain and created a phishing there

(the login form looked almost like a real one), phishing collected real IP

addresses of clients, and asked for access to the webcam.

Of course, we returned access to the server, and also physically

disabled IDRAC, but I think they have more cards up their sleeve, and so

we will soon return with a new statement :)

See you soon!
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XoTe/iocb 6bi TexHMHecKM nposcHkiTb CMTyauMro, Koropas npon3ouj/ia napy anew HasaA Koraa Buecro nane/ii/i ynpaeneHMS obpasosa/iacb crpaHnua «this website has been seized*.

3io He c ei/iK, K coxa/ieHMHD, y Hac AewcTBHTe/ibHO i/iBtsnn non™ 2500 TbicsHM AOMenoB, 06 BTow CBHfleie/ibCTeyeT npecc-peAi43 Eepono/ia KOTopbiPi Bbi Moxere Hamu B OTKpbiTOM Aocryne.

BonpeKi/i MneHMSM, c/iyxaM, i/i craibSM OT cauoro O6P y Hac He M3tsAM cepeep (KaK MUHUMyM noroMy, mo OH HaxoAmcs 8 cipane, r e ero TOMHO He cMoryr M3-bSTb), OAHaKO npobn/iu cepeep uepea Hew3BecTHbiw 3Kcn/iovtT

H opMaTHposa/iw Bee ancKi/i. CHana/ia, yro npon3ow/io  16 Mas, Mbi Gbicipo BoccraHOBM/iki paborocnocoGHOCTb n AobaewAH 60/ ibwe AorupoBaHi/is, MTobbi nonsTb, KaK mvieHHO xaxepbi (KOTopbie KaK noTOM BbiscnwAocb ne

cosceM xaKepbi) no/iyHH/iw Aocryn K cepeepy. O6a paaa naw He yaa/ioct nepexsaTWTb KaKne-To «crpaHHbie» aanpocsi K Be6y, see Sbi/io KaK obbiMHo, QAHaKo cepsep BHOBb 6bm <|)op warnpo Ran BMecre c cepBepoM 6aKanoB-

My BbisCHM/in ( mo ynpaB/ieHwe CKopee Bcero 6bi/io no/iynenc nepea KaKyio To BHyrpeHHKDfo ys3BHM0CTb B IDRAC, KaK OHM no/iyni/i/in K newy aocTyn, Be b on KaK MkiHMMyM Haxcwrcs cosceM B Apyrow cein - naw He

M3BecTHo Ao CHX nop.

3awA*i wa cepeep, n, BMAWMO, ne o6napy>KHB T3M IP-aApecoB no/ibsosaTe/ieM onw nepexBaTH/iw Hani AOMen H co3Aa/in TaM tjjMLiiwHr (<|)opMa sxoAa Bbir/iBAe/ia nomw KaK nacresma a), wmuHr co6wpa/i pea/ibHbie IP-aApeca
K/iweHTOB, w npocw/i Aocryn K Beb-Kawepe.

/Jocryn K cepeepy Mbi, pasyMeercs, sepHy/iw, raK xe <|)W3i4HecKW OTK/uoHM/iw IDRAC, Ho, a Aywaro, y Hwx ecib ene KapTbi B pyKaee, a no aiowy CKopo BepneMcs c HOBbiM 3asB/ieHMeM fes

/Jo CKoporo!
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PRESS RELEASE

Justice Department Seizes Domains Behind Major
Information-Stealing Malware Operation

Wednesday, May 21, 2025 For Immediate Release

Office of Public Affairs

Coordinated Microsoft Actions and Court-Authorized Domain Seizures Disrupt LummaC2 Malware

Infrastructure Used to Target Millions Worldwide

The Justice Department announced today the unsealing of two warrants authorizing the seizure of five internet domains used by

malicious cyber actors to operate the LummaC2 information-stealing malware service.

“The Department will continue to use its unique tools, authorities, and partnerships to disrupt malicious cyber operations and criminal

networks,” said Sue J. Bai, head of the Justice Department’s National Security Division. “Today’s disruption is another instance where

our prosecutors, agents, and private sector partners came together to protect us from the persistent cybersecurity threats targeting

our country. We are grateful for their work and dedication.”

“Malware like LummaC2 is deployed to steal sensitive information such as user login credentials from millions of victims in order to

facilitate a host of crimes, including fraudulent bank transfers and cryptocurrency theft,” said Matthew R. Galeotti, head of the Justice

Department’s Criminal Division. “Today’s announcement demonstrates that the Justice Department is resolved to use court-ordered

disruptions like this one to protect the public from the theft of their personal information and their assets. The Department is also

committed to working with and appreciates the efforts of the private sector to safeguard the public from cybercrime.”

“The FBI is committed to disrupting the key services that cyber criminals rely on,” said Assistant Director Bryan Vorndran of FBI’s

Cyber Division. “That’s why, with our partners, we took action against the most popular infostealer service available in online criminal

markets, which is responsible for millions of attacks against victims. Thanks to partnerships with the private sector, we were able to

disrupt the LummaC2 infrastructure and seize user panels. Together, we are making it harder, and more painful, for cyber criminals to

operate.”

As alleged in the affidavits filed in support of the government’s seizure warrants, the administrators of LummaC2 used the seized

websites to distribute LummaC2, an information-stealing malware, to their affiliates and other cyber criminals. According to court

documents, common targets for cybercriminals using malware like LummaC2 include browser data, autofill information, login

credentials for accessing email and banking services, as well as cryptocurrency seed phrases, which permit access to virtual currency

wallets. As alleged in the affidavits, the FBI has identified at least 1.7 million instances where LummaC2 was used to steal this type of

information.

The government’s affidavit further alleges that the seized domains, also referred to as user panels, served as login pages for the

LummaC2 malware, allowing credentialed users and administrators to access and deploy LummaC2. On May 19, 2025, the

government seized two domains. On May 20, 2025, as detailed in court documents, the LummaC2 administrators informed their users

of three new domains that they had set up to host the user panel. The next day, the government then seized those three domains.

The seizure of these domains by the government will prevent the owners and cybercriminals from using the websites to access

LummaC2 to compromise computers and steal victim information. Individuals who now visit the websites will see a message indicating

that the site has been seized by the Justice Department, including the FBI.

Concurrent with today’s actions and consistent with the Department’s approach to public-private operational coordination, Microsoft

announced an independent civil action to take down 2,300 internet domains also claimed to be used by the LummaC2 actors or their

proxies.

FBI’s Dallas Field Office is investigating the case.

https://www.justice.gov/opa/pr/justice-department-seizes-domains-behind-major-information-stealing-malware-operation 1/3
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The U.S. Attorney’s Office for the Northern District of Texas, the National Security Division’s National Security Cyber Section, and the

Criminal Division’s Computer Crime and Intellectual Property Section are handling the case.

The U.S. Department of State's Rewards for Justice (RFJ) program, which is administered by the Diplomatic Security Service, offers a

reward of up to $10 million for information on foreign government-linked individuals participating in certain malicious cyber activities

against U.S. critical infrastructure in violation of the Computer Fraud and Abuse Act.

Anyone with information on any other foreign government-linked malicious cyber actors or activity targeting U.S. critical infrastructure

should contact Rewards for Justice via the RFJ Tor-based tip line at:

he5dybnt7sr6cm32xt77pazmtm65flqy6irivtflruqfc5ep7eiodiad.onion (Tor browser required). Learn more about Rewards for Justice

and their reward offers at RewardsforJustice.net.

If you believe you have a compromised computer or device, please visit the FBI’s Internet Crime Complaint Center (IC3). You may also

contact your local FBI field office directly.

Updated May 21, 2025

Topics

| CYBERCRIME | NATIONAL SECURITY
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Criminal Division Criminal-Computer Crime and Intellectual Property Section Federal Bureau of Investigation (FBI)

National Security Division (NSD) | USAO -Texas, Northern

Press Release Number: 25-535
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PRESS RELEASE

Five Men Plead Guilty for Their Roles in Global Digital Asset Investment Scam Conspiracy Resulting in
Theft of More than $36.9 Million from Victims

Five men have pleaded guilty for their roles in laundering more than $36.9 million from victims of an international digital asset

investment scam conspiracy that was carried out from scam...

June 9, 2025

PRESS RELEASE

Department Files Civil Forfeiture Complaint Against Over $7.74M Laundered on Behalf of the North
Korean Government

The Department of Justice filed a civil forfeiture complaint today in the U.S. District Court for the District of Columbia alleging that

North Korean information technology (IT) workers obtained illegal...

June 5, 2025
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Federal Jury Convicts Pakistani Weapons Smuggler of Transporting Iranian Advanced Conventional
Weapons Destined for the Houthis in Yemen

A federal jury convicted a Pakistani national today on charges related to smuggling Iranian-made advanced conventional weaponry

destined for the Houthis in Yemen and threatening multiple witnesses.

June 5, 2025
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NEWS

iropol and Microsoft disrupt world's largest infostealer Lumma
Public-private partnerships are a cornerstone of Europol's work in the digital age

Publish date21 May 2025

Europol's European Cybercrime Centre has worked with Microsoft  to disrupt Lumma Stealer ("Lumma"), the world's most significant infostealer threat.

This joint operation targeted the sophisticated ecosystem that allowed criminals to exploit stolen information on a massive scale. Europol coordinated with law

enforcement in Europe to ensure action was taken, leveraging intelligence provided by Microsoft.

Between 1 6 March and 16 May 2025, Microsoft  identified over 394 000 Windows computers globally infected by the Lumma malware. In a coordinated follow-up

operation this week, Microsoft 's Digital Crimes Unit (DCU), Europol, and international partners have disrupted Lumma's technical infrastructure, cutt ing off

communications between the malicious tool and victims. In addition, over 1 300 domains seized by or transferred to Microsoft,  including 300 domains actioned by

law enforcement with the support of Europol, will be redirected to Microsoft  sinkholes.

The Head of Europol's European Cybercrime Centre, Edvardas Sileris, said: "This operation is a clear example of how public-private partnerships are transforming the

fight against cybercrime. By combining Europol's coordination capabilities with Microsoft 's technical insights, a vast criminal infrastructure has been disrupted.

Cybercriminals thrive on fragmentation - but together, we are stronger."

What is Lumma?
Lumma, the world's largest infostealer, was a sophisticated tool that enabled cybercriminals to collect sensitive data from compromised devices on a massive scale.

Stolen credentials, financial data, and personal information were harvested and sold through a dedicated marketplace, making Lumma a central tool for identity theft

and fraud worldwide.

The Lumma marketplace operated as a hub for buying and selling the malware, providing criminals with user-friendly access to advanced data-stealing capabilities.

Its widespread use and accessibility made it a preferred choice for cybercriminals looking to exploit personal and financial data.

A coordinated response across the world
Europol acted as the central point in Europe for intelligence sharing and coordination. After receiving critical intelligence from Microsoft,  Europol's European

Cybercrime Centre enriched this information and provided Member States with a view of the threat landscape to ensure a clear understanding of the network's

operations.

Acting as a facilitator for Member States, Europol played a crucial role in deconfliction, ensuring that overlapping investigations were identified and managed

effectively. By gathering all relevant intelligence and making sure that impacted Member States received the necessary information promptly, Europol enabled a

quick response.

In a coordinated move, the United States Department of Justice (DOJ) seized the Lumma control panel, which was critical to the Lumma marketplace.

Microsoft 's collaboration with Japan's Cybercrime Control Center (JC3) also led to the suspension of Lumma infrastructure based in Japan, further dismantling the

criminal network.

Delivering security through partnerships
This operation demonstrates Europol's strategy of delivering security through public-private partnerships, a cornerstone of its approach to combating crime in the

digital age. In an increasingly interconnected world, the fight against cyber threats cannot be won by law enforcement alone.

Public-private partnerships allow Europol to bridge the gap between the private sector's technical expertise and law enforcement's operational capabilities. By

leveraging the strengths of each, Europol can deliver more impactful  results, disrupting cybercriminal operations at their core.

The cooperation with Microsoft  in this operation was carried out under Article 26 of Europol's Regulation, which allows Europol to receive information from and

collaborate with private parties for the prevention and combat of serious crime.

Microsoft  is a member of Europol's Advisory Group on Internet Security.

Read Microsoft's announcement here [3.

Tags

Crime areas: Cybercrime • High-Tech crime Services: Operational coordination • Operational support • Information exchange • Analysis

• Operational • Intelligence • Mobile office Document type: Press Release/News Article type: Press Release Participating

Countries: United States • Japan Entities: European Cybercrime Center (EC3) Operations: Other Organisations: Microsoft

https://www.europoLeuropa.eu/media-press/newsroom/news/europol-and-microsoft-disrupt-world’s-largest-infostealer-lumma 1/1
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| Microsoft
Microsoft On the Issues Our Company- All Microsoft-

News and Stories-
Search £ More Cybersecurity Stories

Digital Crimes Unit: Leading the fight
against cybercrime >

May 3, 2022

Keeping your vote safe and secure: A
story from inside the 2020 election >

June 22, 2021

'It's about doing the right thing' - A tech
diplomat on democracy and what
motivates him >

May 7, 2021

Disrupting Lumma StealerTpWcrosoft leads global action against
favored cybercrime tool c|oud Princip|es

May 21, 2025 | Steven Masada - AssistanttfeJerafcounsel. Microsoft's Digital Crimes Unit

Microsoft's Digital Crimes Unit (DCU) and international partners are disrupting the leading tool used to
indiscriminately steal sensitive personal and organizational information to facilitate cybercrime. On Tuesday,
May 13, Microsoft's DCU filed a legal action against Lumma Stealer ("Lumma"), which is the favored info-
stealing malware used by hundreds of cyber threat actors. Lumma steals passwords, credit cards, bank
accounts, and cryptocurrency wallets and has enabled criminals to hold schools for ransom, empty bank
accounts, and disrupt critical services.

Via a court order granted in the United States District Court of the Northern District of Georgia, Microsoft's
DCU seized and facilitated the takedown, suspension, and blocking of approximately 2,300 malicious domains
that formed the backbone of Lumma's infrastructure. The Department of Justice (DOJ) simultaneously seized
the central command structure for Lumma and disrupted the marketplaces where the tool was sold to other
cybercriminals. Europol's European Cybercrime Center (EC3) and Japan's Cybercrime Control Center (JC3)
facilitated the suspension of locally based Lumma infrastructure.

Between March 16, 2025, and May 16, 2025, Microsoft identified over 394,000 Windows computers globally
infected by the Luma malware. Working with law enforcement and industry partners, we have severed
communications between the malicious tool and victims. Moreover, more than 1,300 domains seized by or
transferred to Microsoft, including 300 domains actioned by law enforcement with the support of Europol, will
be redirected to Microsoft sinkholes. This will allow Microsoft's DCU to provide actionable intelligence to
continue to harden the security of the company's services and help protect online users. These insights will also
assist public- and private-sector partners as they continue to track, investigate, and remediate this threat. This
joint action is designed to slow the speed at which these actors can launch their attacks, minimize the
effectiveness of their campaigns, and hinder their illicit profits by cutting a major revenue stream.

https://blogs.microsoft.com/on-the-issues/2025/05/21/microsoft-leads-global-action-against-favored-cybercrime-tool/ 1/4
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Continuing to work together to disrupt prolific cybercrime tools

Disrupting the tools cybercriminals frequently use can create a significant and lasting impact on cybercrime, as
rebuilding malicious infrastructure and sourcing new exploit tools takes time and costs money. By severing
access to mechanisms cybercriminals use, such as Lumma, we can significantly disrupt the operations of
countless malicious actors through a single action.

Continued collaboration across industry and government remains imperative. We are grateful for the
partnership with others across government and industry, including cybersecurity companies ESET, Bitsight,
Lumen, Cloudflare, CleanDNS, and GMO Registry. Each company provided valuable assistance by quickly taking
down online infrastructure.

Finally, we know cybercriminals are persistent and creative. We, too, must evolve to identify new ways to disrupt
malicious activities. Microsoft's DCU will continue to adapt and innovate to counteract cybercrime and help
ensure the safety of critical infrastructure, customers, and online users.

Organizations and individuals can protect themselves from malware like Lumma by using multi-factor
authentication, running the latest anti-malware software, and being cautious with attachments and email links.
More information for security professionals can be found here.

Tags: cyberattacks, cybersecurity, Microsoft Digital Crimes Unit, The Digital Crimes Unit
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Add Topic +TECH Microsoft

Microsoft says it squashed malware that infected 394,000 Windows
computers

ZA Kathryn Palmer
USA TODAY

May 21, 2025, 3:29 p.m. ET

Microsoft said on Wednesday, May 21 its Digital Crimes Unit partnered with law enforcement and cybersecurity agencies to disrupt
an information-stealing malware that infected hundreds of thousands of Windows computers in the last two months.

The unit filed a legal action against Lumma Stealer last week after it found 394,000 Windows computers globally infected with the
malware between March 16 and May 16, Windows said in a statement on its blog, calling it a "favored” malware used by criminals to steal
passwords, credit cards, bank accounts and cryptocurrency wallets.

’’Typically, the goal of Lumma operators is to monetize stolen information or conduct further exploitation for various purposes,”
Microsoft said. "Lumma is easy to distribute, difficult to detect, and can be programmed to bypass certain security defenses, making it a
go-to tool for cybercriminals and online threat actors."

Cybersecurity: FBI says these 13 old internet routers are vulnerable to attacks. Is yours on the list?

The investigative unit helped in the "takedown, suspension, and blocking of malicious domains that formed the backbone of Lumma's
infrastructure," after it was granted a court order by the U.S. District Court of the Northern District of Georgia, the blog said.

The U.S. Department of Justice assisted, Microsoft said, taking control of Lumma's central command structure and disrupting the
marketplaces where the tool was sold. Europol’s European Cybercrime Center and Japan’s Cybercrime Control Center also aided in
dismantling Lumma infrastructure, which has "severed communications between the malicious tool and victims," according to the blog
post.

The Department of Justice said on Wednesday it seized five internet domains used by malicious cyber actors to operate the Lumma
malware service. The FBI’s Dallas Field Office is investigating the case, according to Reuters.

"The growth and resilience of Lumma Stealer highlight the broader evolution of cybercrime and underscores the need for layered
defenses and industry collaboration to counter threats," Microsoft said in a separate blog post on the malware.

Contributing: Reuters.

Kathryn Palmer is a national trending news reporter for USA TODAY. You can reach her atkapalmer@usatoday.com and on X
@KathrynPlmr.

https://www.usatoday.com/story/tech/2025/05/21/microsoft-lumma-malware-windows-computers/83771957007/ 1/1
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